
PD-11 IPFS



PD-11.1 IPFS Intro: Characteristics IPFS
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PD-11.1 IPFS Intro: Performance
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PD-11.1 IPFS Intro: Amounts of data vs Costs
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PC : Browser + MetaMask

Mobile : Opera

PD-11.1 IPFS Physical architecture
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PC + Browser

PD-11.1 IPFS Options
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JS IPFS GO IPFS

Gateway

Infura

Ipfs.io

Local GO IPFS

In browser 
module
JS IPFS

Javascript

Build in GO IPFS



PD-11.2 Content Identifiers (CIDs)

https://docs.ipfs.io/

Content Identifier (CID)
(hash)

Content

https://blog.infura.io/an-introduction-to-ipfs

QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

CID1

Content1

CID2

CID3

Content2

Content3

https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

https://docs.ipfs.io/
https://blog.infura.io/an-introduction-to-ipfs
https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ


PD-11.3 IPFS Commmands - Grid – GO-IPFS

IPFS.exe Location on windows:
%appdata%\grid\app_cache\bin\bin_ipfs

https://dist.ipfs.io/#go-ipfs

https://grid.ethereum.org

https://dist.ipfs.io/#go-ipfs
https://grid.ethereum.org/


PD-11.3 RPC API via port 5001 - version

https://docs.ipfs.io/reference/api/http/#api-v0-version

>curl -X POST "http://127.0.0.1:5001/api/v0/version"
{"Version":"0.7.0","Commit":"","Repo":"10","System":"386/windows","Golang":"go1.14.4"}

>curl -X POST "http://127.0.0.1:5001/api/v0/stats/repo"
{"RepoSize":52123001,"StorageMax":10000000000,"NumObjects":2691,"RepoPath":"C:\\...\\.ipfs","Version":"fs-repo@10"}

> curl –X POST "http://127.0.0.1:5001/api/v0/add?pin=true" -H "Content-Type: multipart/form-data" -F 
file=@Web3examples.txt
{"Name":"Web3examples.txt","Hash":"QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ","Size":"23"}

https://web3examples.com/ipfs/rpc

https://docs.ipfs.io/reference/api/http/#api-v0-version
https://web3examples.com/ipfs/rpc


PD-11.3 Gateway

http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

>curl http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ
Web3examples

http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ


PD-11.3 IPFS add & cat

> echo Web3examples > Web3examples.txt

> ipfs add Web3examples.txt

15 B / 15 B [=======] 100.00% added 

QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ Web3examples.txt

15 B / 15 B [=======] 100.00%

> ipfs cat QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

Web3examples



PD-11.4 Gateways - access via gateway

https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ
http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ


PD-11.4 List of IPFS Gateways

https://ipfs.github.io/public-gateway-checker/

https://ipfs.github.io/public-gateway-checker/


PD-11.4 Access via gateway in website

https://web3exampl
es.com/ipfs/browser
_examples/cat_txt_g
tw.html

https://github.com/
web3examples/ipfs/t
ree/master/browser_
examples/cat_txt_gt
w.html

https://web3examples.com/ipfs/browser_examples/cat_txt_gtw.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_txt_gtw.html


PD-11.5 Javascript library: ipfs-http-client local
Local running IPFS 
(via Grid)

https://web3examples.com/ipfs/
browser_examples/cat_txt_local
_client.html

https://github.com/web3exampl
es/ipfs/tree/master/browser_ex
amples/cat_txt_local_client.html

https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client

https://web3examples.com/ipfs/browser_examples/cat_txt_local_client.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_txt_local_client.html
https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client


PD-11.5 Javascript library: ipfs-http-client Infura

https://web3examples.com/ipfs/br
owser_examples/cat_txt_infura_cli
ent.html

https://github.com/web3examples/
ipfs/tree/master/browser_example
s/cat_txt_infura_client.html

https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client

https://web3examples.com/ipfs/browser_examples/cat_txt_infura_client.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_txt_infura_client.html
https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client


PD-11.6 IPFS running in browser

https://web3examples.com/ipfs/b
rowser_examples/cat_txt_ipfs_lib.
html

https://github.com/web3example
s/ipfs/tree/master/browser_exam
ples/cat_txt_ipfs_lib.html

https://github.com/ipfs/js-ipfs

https://web3examples.com/ipfs/browser_examples/cat_txt_ipfs_lib.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_txt_ipfs_lib.html
https://github.com/ipfs/js-ipfs


PD-11.6 IPFS running in browser

IPFS Storage within browser
Can be deleted and will 
rebuild when page is 
refreshed



PD-11.7 RPC Add & pin via Infura

>curl "https://ipfs.infura.io:5001/api/v0/add?pin=true" -X POST -H "Content-Type: 

multipart/form-data" -F file=@Web3examples.txt

{"Name":“Web3examples.txt","Hash":"QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ",

"Size":"23"}

https://infura.io/docs/ipfs/post/add

https://github.com/web3examples/ipfs/blob/master/rpc/curl_add_infura.cmd

mailto:file=@Web3examples.txt
https://infura.io/docs/ipfs/post/add
https://github.com/web3examples/ipfs/blob/master/rpc/curl_add_infura.cmd


PD-11.7 Add & Pin via website on Infura

https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client

https://web3examples.com/
ipfs/browser_examples/add
_txt_infura.html

https://github.com/web3ex
amples/ipfs/tree/master/br
owser_examples/add_txt_in
fura.html

Note: free, but 
rate limited

https://github.com/ipfs/js-ipfs/tree/master/packages/ipfs-http-client
https://web3examples.com/ipfs/browser_examples/add_txt_infura.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/add_txt_infura.html


PD-11.8 Get image via Gateway

https://web3examples.com/ipfs/browser_examples/cat_image_ipfs.io_gtw.html

https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_image_ipfs.io_gtw.html

https://ipfs.io/ipfs/QmcT9k932Hq4WN7K2TBAmHRhnLDVVfh7uCxQHZWJ3dZaDt

https://web3examples.com/ipfs/browser_examples/cat_image_ipfs.io_gtw.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_image_ipfs.io_gtw.html
https://ipfs.io/ipfs/QmcT9k932Hq4WN7K2TBAmHRhnLDVVfh7uCxQHZWJ3dZaDt


PD-11.8 Get image via infura & javascript library

https://web3examples.com/ipfs/bro
wser_examples/cat_image_infura_cli
ent.html

https://github.com/web3examples/ipfs/tree/
master/browser_examples/cat_image_infura
_client.html

https://web3examples.com/ipfs/browser_examples/cat_image_infura_client.html
https://github.com/web3examples/ipfs/tree/master/browser_examples/cat_image_infura_client.html


PD-11.9 Host website on IPFS

https://simpleaswater.com/hosting-website-using-ipfs/

>ipfs add -r mini/

806 B / ? added Qmd582iEf1NbGstZ5adY41na6KYPztGd8pZ4EfCzdcLQCj mini/images/logo.png

1007 B / ? added QmX7PzcFKq8Gd5jSbdvs2THeWR3p91dBPfDZUxAf5hKPFs mini/index.html

1007 B / ? added Qmb86U2bQXy7ytfnVZ1XoC8Z6LRp6XGi1AWYM6JCjztCyd mini/images

1007 B / 1007 B  [=] 100.00%

added QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS mini

1007 B / 1007 B [==] 100.00%

http://localhost:8080/ipfs/QmYwjdfP3AMHS
xqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/

https://ipfs.io/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/

https://github.com/ipfs-shipyard/ipfs-deploy

https://web3examples.com/ipfs/site_on_ipfs/mini

>ipfs dag get QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS 

{ "data": "CAE=",

"links": [

{ "Cid": {"/": "Qmb86U2bQXy7ytfnVZ1XoC8Z6LRp6XGi1AWYM6JCjztCyd"},

"Name": "images",

"Size": 872

},

{ "Cid": {"/": "QmX7PzcFKq8Gd5jSbdvs2THeWR3p91dBPfDZUxAf5hKPFs"},

"Name": "index.html",

"Size": 212

}]}

> ipfs dag get Qmb86U2bQXy7ytfnVZ1XoC8Z6LRp6XGi1AWYM6JCjztCyd

{ "data": "CAE=",

"links": [

{ "Cid": {"/": "Qmd582iEf1NbGstZ5adY41na6KYPztGd8pZ4EfCzdcLQCj"},

"Name": "logo.png",

"Size": 817

}]}

https://simpleaswater.com/hosting-website-using-ipfs/
http://localhost:8080/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/
https://ipfs.io/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/
https://github.com/ipfs-shipyard/ipfs-deploy
https://web3examples.com/ipfs/site_on_ipfs/mini


PD-11.9 Host website on IPFS: Koios site

https://ipfs.io/ipfs/QmVpUPWukG3u59UmfSags2X8iPTTBjmjyALeLUp2WJfeWA

https://ipfs.io/ipfs/QmVpUPWukG3u59UmfSags2X8iPTTBjmjyALeLUp2WJfeWA


PD-11.10 References: IPNS
> ipfs name publish QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS

Published to k2k4r8pkzbkqce4lsafe7qlpylhzmkzari9xs2lryb5v3dl1e16ugf4q:

/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS

Notes: 
slow ~ 1 minute for first load
Have to republish every 12 hours

https://ipfs.io/ipns/k2k4r8pkzbkqce4lsafe7qlpylhzmkzari9xs2lryb5v3dl1e16ugf4q

https://discuss.ipfs.io/t/ipns-how-much-is-the-lifetime/6705

https://ipfs.io/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/

https://ipfs.io/ipns/k2k4r8pkzbkqce4lsafe7qlpylhzmkzari9xs2lryb5v3dl1e16ugf4q
https://discuss.ipfs.io/t/ipns-how-much-is-the-lifetime/6705
https://ipfs.io/ipfs/QmYwjdfP3AMHSxqT6RT3QWxy7Jw1j2mKxFfCweQAfMJ1wS/


PD-11.10 References: IPNS + _dnslink

> dig txt _dnslink.koios.online

; <<>> DiG 9.9.5-W1 <<>> txt _dnslink.koios.online

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44983

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, 

ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;; QUESTION SECTION:

;_dnslink.koios.online.         IN      TXT

;; ANSWER SECTION:

_dnslink.koios.online.  866     IN      TXT     

"dnslink=/ipfs/QmVpUPWukG3u59UmfSags2X8iPTTBjmjyALeLUp2WJfeWA"

;; Query time: 28 msec

;; SERVER: 192.168.1.1#53(192.168.1.1)

;; WHEN: Mon Dec 14 15:15:53 W. Europe Standard Time 2020

;; MSG SIZE  rcvd: 123

https://ipfs.io/ipns/koios.online

https://github.com/rgl/dig-setup

https://ipfs.io/ipfs/QmVpUPWukG3u59UmfSags2X8iPTTBjmjyALeLUp2WJfeWA

https://ipfs.io/ipns/koios.online
https://github.com/rgl/dig-setup
https://ipfs.io/ipfs/QmVpUPWukG3u59UmfSags2X8iPTTBjmjyALeLUp2WJfeWA


PD-11.11 Paid services: Pinning services

https://medium.com/temporal-cloud/comparing-ipfs-pinning-services-pricing-functionality-temporal-eternum-pinata-d38b87a279d8

https://pinata.cloud

https://www.eternum.io

https://temporal.cloud

https://docs.ipfs.io/concepts/persistence

https://ipfs.github.io/public-gateway-checker/

https://medium.com/temporal-cloud/comparing-ipfs-pinning-services-pricing-functionality-temporal-eternum-pinata-d38b87a279d8
https://pinata.cloud/
https://www.eternum.io/
https://temporal.cloud/
https://docs.ipfs.io/concepts/persistence
https://ipfs.github.io/public-gateway-checker/


PD-11.11 Paid services: Incentivized storage

https://liquidapps.io/

https://docs.filecoin.io/build/filecoin-pinning-services

https://sia.tech

https://storj.io

https://swarm.ethereum.org

https://www.datprotocol.com

https://filecoin.io

https://liquidapps.io/
https://docs.filecoin.io/build/filecoin-pinning-services
https://sia.tech/
https://storj.io/
https://swarm.ethereum.org/
https://www.datprotocol.com/
https://filecoin.io/


PD-11.12 Browser support

ipfs://QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

https://www.reddit.com/r/BATProject/comments/k5izey/ipfs_support_lands_in_brave_browser_on_the/

Note: different format 
of the same link

ipfs://QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ/
https://www.reddit.com/r/BATProject/comments/k5izey/ipfs_support_lands_in_brave_browser_on_the/


PD-11.13 Encryption for IPFS

https://pypi.org/project/nucypher-ipfs/

https://peergos.org/

https://github.com/ceramicnetwork/js-dag-jose

https://www.memoryandthought.me/golang,/ipfs/2020/09/04/dag-jose-project.html

https://docs.textile.io/buckets/#encryption

Currently in rapid development

https://pypi.org/project/nucypher-ipfs/
https://peergos.org/
https://github.com/ceramicnetwork/js-dag-jose
https://www.memoryandthought.me/golang,/ipfs/2020/09/04/dag-jose-project.html
https://docs.textile.io/buckets/#encryption


PD-11.14 Access IPFS via Oracle

https://github.com/web3examples/ethereum/tree/master/oracle_examples/ipfs

https://github.com/web3examples/ethereum/tree/master/oracle_examples/ipfs

