PD-3.0 Remix IDE & Solidity

* PD-3.1 Remix Tools

* PD-3.2 Solidity basic constructs
* PD-3.3 Solidity theory

* PD-3.4 Solidity mini applications
e PD-3.5 Casino & Debug

https://solidity.readthedocs.io/en/latest/solidity-in-depth.html



https://solidity.readthedocs.io/en/latest/solidity-in-depth.html

PD-3.1 Remix IDE - online

C" " ® Notsecure | remix.ethereum.org
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can also be included and run from a JavaScript script.
s Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script executions.

https://remix.ethereum.org/



https://remix.ethereum.org/

PD-3.1 Remix IDE — offline version

@' Remix - Ethereum IDE

File Edit View Window Help
FILEEXPLORERS B beta

9 Home

v vbrowser @ =}
ballot.sol
fh ballot_test.sol
b github
ﬁ « localhost . .
Learn more Use previous version

Featured Plugins

Environments

Pipeline

Debugger

Search with transaction hash or address

e 0 [ listenonnetwork  Q

TR PP

¢ web3 version 1.0.0
o ethers.js
© swarmgw
o remix (run remix.help() for more info)
* Executing common command to interact with the Remix interface (see list of commands above). Note that thes

e commands can also be included and run from a JavaScript script.
» Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script execution

S.

-

https://github.com/ethereum/remix-desktop/releases

Disadvantage:
can’t use Metamask



https://github.com/ethereum/remix-desktop/releases

PD-3.1 Prepare Remix

>

v

rermix




PD-3.1 Remix Documentation

wse

o S @& remix-ide.readthedocs.io ) * g = @

# Remix, Ethereum-IDE

Docs » Welcome to Remix documentation! ©) Edit on GitHub

Search docs

Welcome to Remix documentation!

Remix-IDE Layout Remix is a powerful, open source tool that helps you write Solidity contracts straight from the
browser. Written in JavaScript, Remix supports both usage in the browser and locally.

File Explorer Remix also supports testing, debugging and deploying of smart contracts and much more.

Plugin Manager
Our Remix project with all its features is available at remix.ethereum.org and more information can

Settings . . . . .
6 be found in these docs. Our IDE tool is available at our GitHub repository.
Solidity Editor
Terminal This set of documents covers instructions on how to use Remix and some tutorials to help you get
started.
Compiler (Solidity) Useful links:

Deploy & Run

«» Solidity documentation
Run & Deploy (part 2) . . .
« Remix alpha - The version where we test new Remix release (not stable!).

Debugger » Remix on Medium
Analveic » Ethereum StackExchange for Remix

& Read the Docs « Community support channel

Diome Dionnlamae o s [l S SR TEC P P |
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https://remix-ide.readthedocs.io/en/latest/



https://remix-ide.readthedocs.io/en/latest/

PD-3.1 Remix - Workshops

Environments

Solidi A% Worksh
e @ Not secure | remix.ethereum.org

| ballot.sol test_test.sol ballot_test.sol

‘ REMIXWORKSHOPS  alpha
v
remi \WWorkshops You need to signin first

=

‘ _ 9‘ Home

Discover Solidity The new layout has arrived

-

i Beginner workshop to discover

& Solidity. You will learn how to create e Use previous version

2 a method and change the state.

l~” Start

4

Environments Featured Plugins

Pipeline
Solidity Workshops Debugger

® 0

File
New File Resources

Open Files Documentation

Connect to Localhost Gitter channel

lonnnrt Eroumns
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» Use exports/.register(key, obj)/.remove(key)}/.clear() to register and reuse object across script executions.

o Login




PD-3.1 Remix IDE - start

C" " ® Notsecure | remix.ethereum.org

FILEEXPLORERS &

remix wbrowser @ © =

ballot_test.sol

fh ballot.sol o
The new layout has arrived

Learn more Use previous version

Environments Featured Plugins

Pipeline
Solidity Workshops Debugger
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/install/Prepare Remix.html

T mmTT o wL e g e rem e e

B T T = T T

.......... B e . o e e o
can also be included and run from a JavaScript script.
s Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script executions.

https://remix.ethereum.org



https://remix.ethereum.org/
http://web3examples.com/ethereum/install/Prepare_Remix.html

PD-3.1 Remix — solidity icons

Environments

Solidity Workshops

(& ® Not secure | remix.ethereum.org

SOLIDITY COMPILER B

v Fs
remix .
Compiler | 0.5.1+commit.c8a2ch62 #%
fE' Include nightly builds O .
ongiage | Som . The new layout has arrived
%
EVM Version | compiler default s o .
» Learn more Use previous version
“w
w & Compile <no file selected>
Compiler Configuration
a7
v [} Auto compile
P Environments Featured Plugins
[} Enable optimization

Pipeline
) Hide warnings Solidity Vyper Workshops Debugger
See all Plugins ¥
Mo Contract Compiled Yet

File

a © 0 [ listenonnetwork Q@ | Search with transaction hash or address
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can also be included and run from a JavaScript script. &
* Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script executions.




PD-3.1 Remix - file explorer

& = C ©® Notsecure | remix.ethereum.org

‘ FILE EXPLORERS &

remix * browser

[+ el

ballot_test.sol

@ opalots

R ¢

L SRS

* Home

ballot.sol

1 pragma solidity »>=0.4.22 <0.6.9;

v

FILE EXPLORERS B

~browser @ © =

ballot test.sol
ballot.sol

and run from a JavaScript script.
» Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script executions.

Y
2 » contract Ballot {
3
4~ struct Voter {
5 uint weight;
6 bool voted;
7 uintd vote;
8 address delegate;
9 }
1@ - struct Proposal {
11 uint voteCount;
12 1
13
14 address chairperson;
15 mapping(address =» Voter) voters;
16 Proposal[] proposals;
17
18 /// Create a new ballot with $(_numProposals) different proposals.
19 ~ constructor(uint8 _numProposals) public {
20 chairperson = msg.sender;
21 voters[chairperson].weight = 1;
22 proposals.length = _numProposals;
23
24
25 /// Give %(toVoter) the right to vote on this ballot.
26 /// May only be called by %(chairperson).
27 ~ function giveRightToVote(address toloter) public {
28 if (msg.sender != chairperson || voters[toVoter].voted) return;
29 voters[toVoter].weight = 1;
30 ) ~
2 o 0 O listenonnetwork Q| Search with transaction hash or address
. — =TT T e TS e
Y




PD-3.1 Remix — Solidity compiler

& = C" | ©® Notsecure | remixethereum.org

'y SOLIDITY COMPILER E

remix . .
Compiler | 0.5.1+commit.c8a2cbé #
E&l Include nightly builds CJ
Language = Solidity >
EVMVersion = compiler default =

Compiler Configuration

&

£ Compile ballotsol
"
7

<«

) Auto compile

»

[} Enable optimization

[} Hide warnings

Contract = Ballot (ballot.sol) =

Publish on Swarm

1

# Home ballot.sal

pragma solidity »>=8.4.22 <B.6.8;

2+ contract Ballot {

3
a

GO~ houn

9
18
11
12
13
14
15
16
17
18
19
208
21
22
23
24
25
26
27
28
29
3e
31
32
33
34
35
36
37

a0

-

struct Voter {
uint weight;
bool voted;
uintg vote;
address delegate;
}
struct Proposal {
uint voteCount;

address chairperson;
mapping(address => Voter) voters;
Proposal[] proposals;

//{ Create a new ballot with $(_numProposals) different proposals.
constructor(uint® _numProposals) public {

chairperson = msg.sender;

voters[chairperson].weight = 1;

proposals.length = _numProposals;

/// Give $(tovoter) the right to vote on this ballot.

/7 May only be called by $(chairperson).

function giveRightToVote(address toloter) public {
if (msg.sender != chairperson || voters[toVoter].voted) return;
voters[toVoter].weight = 1;

h

//{ Delegate your vote to the voter $(to).
function delegate(address to) public {
Voter storage sender = voters[msg.sender]; // assigns reference
if (sender.voted) return;
while (voters[to].delegate != address(@) && voters[to].delegate != msg.sender)

to = voters[to].delegate;

iIL fen e o S

Publkﬂlﬂnlrﬁﬁ 175 ) ;
u ® o0 [J) listenonnetwork Q| Search with transaction hash or address

S . d and run from a JavaScript script.
Compilation Details + Use exports/.register(key, obj)/.remove(key)/.clear() to register and reuse object across script executions.

o B ABl [ Bytecode

2




PD-3.1 Remix — Deploy & Run Transactions

S —r— e @ MNot secure | remix.ethereum.org

=

Gas limit 3000000 18~
11
12

Value 0 wei v 13
14
15

€2

%

&

o | 1
v

&

114

e

Ballot - browser/ballot.sol e

ballot.sol

‘ DEPLOY & RUN TRANSACTIONS E * Home
v 1 pragma solidity >=0.4.22 <8.6.8;
remix 2~ contract Ballot {
. - - 3
Environment JavaScript VM ¥ i~ struct Voter {
L uint weight;
(5] bool voted;
Account & OxCA3..a733c(99.9 ~ OF 7 uints vote;
8 address delegate;

struct Proposal {
uint woteCount;

address chairperson;
mapping(address => \oter) wvoters;
Proposal[] proposals;

fff Create a new ballot with ${_numProposals) different proposals.

& m
>

19 - constructor(uintd _numProposals) public {
. 28 chairperson = msg.sender;
Deploy uints _numProposals ~ 21 voters[chairperson].weight = 1;

22 proposals.length = _numProposals;

or 23
24

At Address Load contract from Address 25 fff Give $(toVoter) the right to wote on this ballot.
26 {7f May only be called by ${chairperson}.
27~ function giveRightToVote(address tolvoter) public {
- 28 if (msg.sender != chairperson || voters[toVoter].wvoted) return;
Transactions recorded: €9 29 voters[tovoter].weight = 1;
EL:] 3}
31
| m} 32 /ff Delegate your wvote to the wvoter $(to).
Deplo Contracts 33 ~ function delegate(address to) public {
34 Voter storage sender = wvoters[msg.sender]; // assigns reference
R 35 if (sender.voted) return;
36 while (voters[to].delegate != address(@) && voters[to].delegate != msg.sender)
27 to = voters[to].delegate;
o AL e ——— A e PN e
® o O listenonnetwork Q@ | Search with transaction hash or address

from:Bxcaz...a733c to:Ballot. (constructor) value:8 wei data:ex6e8...880008 logs:@ hash:8x1d4...2bdc2

o I




PD-3.1 Remix — Solidity Static Analysis

C @ Not secure | remix.ethereum.org

SOLIDITY STATIC ANALYSIS B

¥ Block.blockhash usage: Semantics maybe unclear

¥ Selfdestruct: Be aware of caller contracts.

Gas & Economy
% Gas costs: Warn if the gas requirements of functions are too high.

¥ This on local calls: Invocation of local functions via this

Results:

Gas requirement of function Ballot.delegate(address) high: infinite.

If the gas requirement of a function is higher than the block gas limit, it cannot be exec
uted.

Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

Gas requirement of function Ballot.winningProposal() high: infinite.
If the gas requirement of a function is higher than the block gas limit, it cannot be exec
uted.

Please avoid loops in your functions or actions that modify large areas of storage

(this includes clearing or copying arrays in storage)

browser/ballot.sol:59:9:Loops that do not have a fixed number of iterations, for exampl
e, loops that depend on storage values, have to be used carefully: Due to the block gas |
imit, transactions can only consume a certain amount of gas. The number of iterations i
n a loop can grow beyond the block gas limit which can cause the complete contract to
be stalled at a certain point. Additionally, using unbounded loops incurs in a lot of avoid
able gas costs. Carefully test how many items at maximum you can pass to such functio
ns to make it successful.

more

1 pragma solidity >=0.4.22 <6.6.8;

*< Home ballot.sol

e
2~ contract Ballot {
=
4 - struct Voter {
LY uint weight;
a bool woted;
7 uintg wote;
8 address delegate;
o }
18~ struct Proposal {
11 uint woteCount;
12
13
14 address chairperson;
15 mapping(address => \oter) wvoters;
16 Proposal[] proposals;
17
i3 ff/ Create a new ballot with $(_numProposals) different proposals.
19 - constructor{uintd® _numProposals) public {
29 chairperson = msg.ssnder;
21 voters[chairperson].weight = 1;
2 proposals.length = _numProposals;
23
24
25 F/f Give $(toVoter) the right to vote on this ballot.
26 f/f May only be called by ${chairperson).
27~ function giveRightToVote(address tolvoter) public {
28 if (msg.sender != chairperson || voters[toVoter].voted) return;
29 voters[toVoter].weight = 1;
2a 1
31
32 Ff{ Delegate your wvote to the voter $(to).
33~ function delegate(address to) public {
24 Voter storage sender = voters[msg.sender]; // assigns reference
25 if (sender.voted) return;
36 vihile (woters[to].delegate != address(@) && voters[to].delegate != msg.sendear)
27 to = wvoters[to].delegate;
28 if (to == msg.sender) return; -
a ® o0 [} listen on network Q, | Searchwith transaction hash or address
laue LieEse cunnnaius Lall Sa1530 e L iuusu diid mruin niruim g Javasoiripe sULiTLpL.
» Use exports/.register({key, obj)/.remove(key)/.clear() to register and reuse object across script e =
xecutions.

|




PD-3.2 Function Visibility

* public - all can access
* solidity copies array arguments to memory

* external - Cannot be accessed internally, only externally
* function reads directly from calldata

* internal - only this contract and contracts deriving from it
can access

* private - can be accessed only from this contract



PD-3.2 Visibility

Test {
string Storedstring="Initial string"”;

_Readstring() returns - (string ) {
return StoredString;

ReadString() returns (string ) {
return StoredString;

Writestringl(string s) returns - (string
Storedstring = s;
return _ReadString();

wWritestring2(string calldata s) returns- (string ReadString
return WriteStringl(s); G

EchoString(string S) returns - (string
return-s;

EchoString



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Visibility.sol

PD-3.3 Function modifier

pragma "9.5.123

r
L

owner;
0 {

owner = . SEﬂdEI‘}

onlyOwner() {
require( .sender == owner, "Not owner");

[
3

validAddress(address _addr) {
require(_addr != address(@), “Not valid address™);

changeOwner(address _newOwner)

onlyOwner
validAddress( newOwner) {
owner = _newOwner

https://github.com/web3examples/ethereum/blob/master/solidity examples/Remix Modifier.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Remix_Modifier.sol

PD-3.3 Memory & Storage

e Storage: Where the contract state variables reside, persistent between
function calls and quite expensive to use.

* Memory: this is used to hold temporary values. It is erased between
(external) function calls and is cheaper to use.

e Stack: is used to hold small local variables. It is almost free to use, but can
only hold a limited amount of values. Local variables (except those saved in
storage by default) are saved in the stack.



PD-3.3 Functions — without ETH transfer

Client
RPC call Blockchain
Contract Account (CA)

contract.deploy.send() —~~ Create contract Smart Contract

K’ eth_sendRawTransaction pragma solidity 0.6.0;

eth_sendTransaction \

Contract.methods.Function().send() ~ Function call function abc() public

\’ eth_sendRawTransaction | __ function def() external

eth_sendTransaction

function g() public view
function h() public pure
function i() external view

eth_call o
./' function j() external pure

Contract.methods.Function().call() !

Transfer O ETH //

eth_sendRawTransaction | _~

web3.eth.sendTransaction() "| eth_sendTransaction




PD-3.3 Functions — with ETH transfer

Client RPC call Blockchain

Contract Account (CA)

Create contract Smart Contract

pragma solidity 20.6.0;

contract.deploy.send({value:...}) [—|

eth_sendRawTransaction

eth_sendTransaction \\

— |

Function call

eth_sendRawTransaction

” eth_sendTransaction N

Contract.methods.Function() _/

.send({value:...}) | |

Transfer ETH (

eth_sendRawTransaction _/

/ eth_sendTransaction

web3.eth.sendTransaction({value:...}) F




PD-3.3 Functions — solidity

Blockchain

Contract Account (CA) Contract Account (CA)
new (Contract)

Smart Contract

pragma solidity 20.5.0;

(new B).value(..)()

Smart Contract

pragma solidity ~0.6.0;

B constructor()
B constructor() payable

&8N function abc() public payable
function def() external payable
fallback () payable
fn(); B receive () payable

y

y

function abc() public payable
function def() external payable other.fn();

function () payable

transfer(...)
function x() internal

function y() private

.

J fallback () [

y

Externally Owned Account (EOA)




PD-3.3 Storage pointer

pragma ~@.5.12;

Test {
uint[] aa=[1,2,3,4];

Addi()
aa.push(1);

Add2() {
uint[ ] aa pointer =aa;
aa_pointer.push(2);

GetStorage() returns(uint| ]
return-aa;

Remix Memory.


https://github.com/web3examples/ethereum/blob/master/solidity_examples/Remix_Memory.sol

PD-3.3 Error handling

pragma 49.5.12;

ErrorHandling - {
uint i;

testAssert1(uint j)
i+=7;
—-,_"['1'{1 »= ])J

testAssert2(uint j)
i+=3;

assert(i < 3);

testRequire(uint j)
require(j > 10, "j must be greater than 100");
1+=-7;

testRevert(uint j)
i+=73;
revert("Undoing stat

https://github.com/web3examples/ethereum/blob/master/solidity examples/Remix Error.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Remix_Error.sol

PD-3.3 Contract factory

79.5.12;

ContractFactory {

string whoami actory”;
uint ChildNr;
TestCreate() returns(ChildContract) {
ChildContract Child = new ChildContract(++Childnr);
return-Child;

MyAddress ()
return-address( )3

ChildContract - {
uint MyId;
string whoami - =- "ChildContract”;
(uint Instance) {
MyId = Instance;

MyAddress
Y 0 http://remix.ethereum.org/

https://github.com/web3examples/ethereum/blob/
master/solidity examples/Remix Factory.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Remix_Factory.sol
http://remix.ethereum.org/

PD-3.3 Functions & Events

pragma 79.5.11;

Functions  {

Log(string message,uint add, uint balance);

9 {

emit Log ("In constructor”, .value, address( ).balance);

abc() {

emit Log("In function abc”, -value, address( ) .balance);

function() {
emit Log("In fallback function”, .value, address( ) .balance);

https://github.com/web3examples/ethereum/blob/master/solidity examples/Remix Functions.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Remix_Functions.sol

PD-3.4 ToDo list

pragma >=0.5.11;

ToDoList
Task { uint id;uint date; string content; string author; bool done; uint dateComplete; -}
uint lastTaskId;
(uint => Task) tasks;

taskExists(uint id) { require (tasks[id].id !=-@,"id not found");  ; }
createTask(string _content, string _author)

lastTaskId++;
tasks[lastTaskId] = Task(lastTaskId, , _content, author,

toggleDone storage(uint id) taskExists(id)
Task task = tasks[id];
task.done = ltask.done;
task.dateComplete = task.done ? 1 9;

toggleDone memory(uint id) taskExists(id)
Task task = tasks[id];
task.done = !task.done;
task.dateComplete = task.done ? :9;

examples/ToDolist.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/ToDoList.sol

PD-3.4 Ballot

pragma >=0.5.11 <0.6.0;
pragma ABIEncodervz;

Ballot {
Voter {uint vote;}
(address => Voter) voters;
Proposal - {string name;uint voteCount;}
Proposal[] proposals;

(string[] proposalNames) {
proposals.push(Proposal ({name: "not used",voteCount: 8}));
for (uint i =9; i < proposalNames.length; i++) {
proposals.push(Proposal({name: proposalNames[i],voteCount: ©8}));

vote(uint proposal) {
Voter sender = voters| .sender];
require(proposal 1=@, "Reserved");
require(proposal < proposals.length,“Doesn’'t exist");
require(sender.vote ==8, "Already voted™);
sender.vote = proposal;
proposals[proposal].voteCount++;

Status() returns- (uint nrProposals, uint nrvotes) {
nrProposals = proposals.length-1;
for (uint p = @; p < proposals.length; p+t)

nrVotes += proposals[p].voteCount;

CheckwinningProposal() returns - (uint winProposal,uint winCount,string winName) {
for (uint p = 9; p < proposals.length; p++) {
if (proposals[p].voteCount > winCount) {
winCount = proposals[p].voteCount;
winProposal = p;

¥
¥

winName = proposals[winProposal].name; .
et [ E ] https://github.com/web3examples/ethereum/blob

master/solidity examples/Ballot.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Ballot.sol

PD-3.5 Casino & debug

® Not secure | web3examples.com/ethereum/casino/ & ¥ >
Bet and Win

Balance: 0.02239 ETH
Bank Balance: 0.01049 ETH
Bet: |0.00105 ETH

https://github.com/web3examples/ether
eum/tree/master/casino/contracts

web3 1is present: 1.2.1
Ethereum network: Goerli
Ethereum address: @xEA9a7c7cD8d4Dc3acc6fOAaEc1506C8D6841alcs http://web3examples.com/ethereum/de
Contract address: ©x548961aBD98E4C45AD87Fc510A663DEc20007588 mo/Remix_ropsten debug_gas.htm|
Balance: ©.62239 ETH

http://web3examples.com/ethereum/casino/



http://web3examples.com/ethereum/casino/
http://web3examples.com/ethereum/demo/Remix_ropsten_debug_gas.html
https://github.com/web3examples/ethereum/tree/master/casino/contracts

PD-3.5 Casino

pragma >=0.5.0 <0.7.0;
Casino {
Won(bool win) ;
O {7
betAndWin() {
address betPlacer = address( .sender);
uint bet = .value;
uint payout = bet * 2;
uint balance = getBankBalance();
require(bet > @, "No money added to bet.");
require(payout <= balance, "Not enough money in bank for this bet.");
bool win = bool (getRandom()%2 == @),
if (win)
betPlacer.transfer(payout);

emit Won(win);

getBankBalance() returns(uint256 ret) {
return address( ).balance;

getRandom() returns(uint256) {
return uint256(keccak256(abi.encodePacked( .difficulty, .coinbase, .timestamp)));

examples/Casino.sol


https://github.com/web3examples/ethereum/blob/master/solidity_examples/Casino.sol

