PD-4.0 Nodes & RPC interface [y

CREATE A WORKSPACE

. Quickstart for a one-click blockchain or create
- u I I a Oca O e a I la C e a new workspace for advanced setup options.
[]
& QUICKSTART S= NEW WORKSPACE

Learn more about the update to version 2!
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PD-4.1.1 Install Ganache

& Ganache - a X

B Ganache

CREATE A WORKSPACE

Quickstart for a one-click blockchain or create
a new workspace for advanced setup options.

| @ QUICKSTART | = NEW WORKSPACE

https://www.trufflesuite.com/ganache

Learn more about the update to version 2!

https://github.com/trufflesuite/ganache/releases

https://www.trufflesuite.com/docs/ganache/quickstart

http://web3examples.com/ethereum/install/Install ganache Windows Use HTTPS.html



http://web3examples.com/ethereum/install/Install_ganache_Windows_Use_HTTPS.html
https://www.trufflesuite.com/docs/ganache/quickstart
https://github.com/trufflesuite/ganache/releases
https://www.trufflesuite.com/ganache

PD-4.1.1 Ganache — fixed seed

W Ganache - O >

WORKSPACE SERVER CHAIN ADVANCED ABOUT £\ CANCEL ) RESTART SERVER ACCOUNTS & KEYS CHAIN ADVANCED ABOUT

4 |

/\ Restarting the Quickstart workspace resets the blockchain. All transactions and contract states will be reset.

ACCOUNTS & KEYS

ACCOUNT DEFAULT BALANCE
100

The starting balance for accounts, in Ether.

TOTAL ACCOUNTS TO GENERATE
10

Total number of Accounts to create and pre-fund.

AUTOGENERATE HD MNEMONIC

m Turn on to automatically generate a new mnemonic and account
addresses on each run.

. . — . Enter the Mnemonic you wish to use.
Ispend vital trip member scheme buzz liquid normal supreme soft device c" ’

note: this mnemonic is not secure; don't use it on a public blockchain.

LOCK ACCOUNTS

m If enabled, accounts will be locked on startup.

spend vital trip member scheme buzz liquid normal supreme soft device cereal



PD-4.1.2 Ganache and MetaMask

| H
I l @ Main Ethereum Network ‘ :I
. @ Main Ethereum Network v @

Networks

) Main Ethereum Network

Q  Search Google or type a URL

Add shortcut




PD-4.1.2 Ganache and MetaMask

ATH
4'/60'/0"'/0/account_index

ACCOUNT INFORMATION e

ACCOUNT ADDRESS
0x6B5bB8441DDO79F8Da87FF48F74F3A4F08bT417B

.
PRIVATE KEY
4f8801870ed9311f0f4a371c7b2d50c3fes5dfcbfOcaf85dba3c48baedb8be2f

Do not use this private key on a public blockchain; use it for development purposes only!

DONE

4f8801870ed9311f0f4a371c7b2d50c3fed45dfcbfOcaf85dba3c48baed68be2f



PD-4.1.2 Ganache and MetaMask

4f8801870ed9311f0f4a371c7b2d50c3fed45dfcbfOcaf85dba3c48baed68be2f

<\« Import Account

. (@ Localhost 8545 v)

New Account

Create Import Connect

G 0 0 g I e Imported accounts will not be associated with your

originally created MetaMask account seedphrase. Learn
more about imported accounts here

Q. Search Google or type a URL
Select Type Private Key

Paste your private key string here:
0 y P y g Account 4
0x6B5b...417B

Add shortcut

v

100ETH

Deposit Send




PD-4.1.3 Ganache and Play Editor



PD-4.1.4 Ganache and Remix



PD-4.1.5 Troubleshoot metamask and Ganache

B¢ MetaMask Notification — O X

© Localhost8545

. Ganache ac... - [@ Nieuw contract

[ CONTRACTIMPLEMENTATIE |

40

DETAILS DATA

EDIT

GAS FEE 40.000563
No Conversion Rate Available

AMOUNT + GAS FEE

TOTAL €0.000563

No Conversion Rate Available

ALERT: [ethjs-rpc] rpc error with payload
{"id":9049786029326,"jsonrpc":"2.0" "params™
["0xf907eb09843b9acal083089678080b90°
[object Object]
4 (3

Afwijzen

#9-11/24/2019 at 14:34

Q Contractimplemen...
MISLUKT

. © Localhost 8545 O

< Advanced

Sync with mobile

Sync with mobile

Reset Account

Reset Account

Advanced gas controls
Select this to show gas price and limit controls
directly on the send and confirm screens.

Advanced

Access developer features, download
State LogsfReset Account, 'etup
testnets an

Reset Account?

Resetting your account will clear your
transaction history.

Nevermind

© Info & Help

£+ Settings




PD-4.2.1 RPC to Ganache

Client Ethereum Blockchain
Ganache
_ PN
RPC interface (poort 7545) U
e HTTP(s)
* WS(S) - WebSockets

https://github.com/ethereum/wiki/wiki/JSON-RPC

https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support



https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support

PD-4.2.1 RPC to Ganache

web3_clientVersion Current client version.

Windows

set request=web3_clientVersion

set body={"jsonrpc":"2.0","method":"%request%","params":[],"id":67}

curl -H "Content-Type: application/json" -g --data "%body:"=""%" http://localhost:7545

Linux

export request=web3_clientVersion

export body=' {"jsonrpc":"2.0","method":"'Srequest'","params":[],"id":67}
curl -H "Content-Type: application/json" -g --data Sbody http://localhost: 7545

Result
{"id":67,"jsonrpc":"2.0","result":"EthereumJS TestRPC/v2.8.0/ethereum-js"}

https://curl.haxx.se/download.html

https://github.com/ethereum/wiki/wiki/JSON-RPC#web3 clientversion

https://github.com/web3examples/ethereum/blob/master/rpc/web3 clientVersion port 7545.cmd



https://github.com/ethereum/wiki/wiki/JSON-RPC#web3_clientversion
https://curl.haxx.se/download.html
http://localhost:8545/
http://localhost:8545/
https://github.com/web3examples/ethereum/blob/master/rpc/web3_clientVersion_port_8545.cmd

PD-4.2.1 Ganache - RPC eth accounts

Windows
curl -d "{""method"":""eth_accounts ""}"
http://localhost:7545

Linux
curl -d '{"method":"eth_accounts "}' http://localhost:7545

Result

{"result": [
"O0x6b5bb8441dd079f8da87££f48£f74£f3a4£f08bf417b",
"0x356d3d2e3dd533e1293087e73¢c2¢c36d91337d0co6",
"0xdded5e409e17a73900ca8c026cccbb5c71422babo",
"0x55726c8dec06e860ed37ed446dldeeb5b04edaz228a",
"0x686bb5b33a2blb90d3de33ad3e64503bd3691£86",
"0xb02d417a41d292d9283f443451c3e84a2d2362d5",
"0xe03558a03857a35a98e37971d3392bed28ed5338",
"O0xf4b5c952498cacf69d843c7792776a212b21f2ec",
"O0x2b66adfa862d69994be7edl4ae8af289682ee720",
"0xal57e603525728d60d24£3b4a8db8a8fb5b3e33£"

1}

HD PATH

spend vital trip member scheme buzz liquid normal supreme soft device cereal m/44'/60"/0"/0/account_index

BALANCE TX COUNT INDEX (f
0x6B5bB8441DDO79F8Da87FF48F74F3A4F08bf417B  100.00 ETH 0 0

BALANCE TX COUNT INDEX @f
0x356D3d2e3dd533E1293087e73¢c2C36D91337d0c6  100.60 ETH 0 1

BALANCE TX COUNT INDEX @f
0xdd6D5E409E17a73900cA8C026cCcb5C71422bAB6  100.00 ETH 0 2

BALANCE TX COUNT INDEX @{,}
0x55726c8deCO6EB60Ed37E446D1d6e5b04EDA228a  100.00 ETH 0 3

BALANCE TX COUNT INDEX dﬁ'
0x686Bb5b33A2B1B90d3de33Ad3e64503Bd3691F86 100.00 ETH 0 4

BALANCE TX COUNT INDEX (j
0xb02d417a41d292D9283F443451c3E84a2d2362D5 100.00 ETH ] 5

BALANCE TX COUNT INDEX (f
0xe03558A03857a35a98e€37971D3392Bed28ed5338 100.60 ETH 0 6

BALANCE TX COUNT INDEX @f
0xf4b5C952498Cacf69D843C7792776A212B21F2EC 100.00 ETH 0 7

BALANCE TX COUNT INDEX d:‘
0x2B66ADFA862d69994bE7Ed14aEBAF289682EE720 100.00 ETH 0] 8

BALANCE TX COUNT INDEX (f
0xA157E603525728D60d24F3B4a8db8a8FB5b3E33f  100.00 ETH 0 9

ACCOUNTS

GAS PRICE GAS LiMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
20000000000 6721975 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING QUICKSTART

https://github.com/web3examples/ethereum/blob/master/rpc/eth accounts ganache.cmd



http://localhost:8545/
http://localhost:8545/
https://github.com/web3examples/ethereum/blob/master/rpc/eth_accounts_ganache.cmd

PD-4.2.1 Ganache - eth sendTransaction

Windows:

set address=0x6B5bB8441DD079F8Da87FF48F74F3A4F08bf417B

set params={ "from": "%address%", "to": "%address%", "value": "Ox1" }

set body= {"jsonrpc":"2.0","method":"eth_sendTransaction","params":[%params%],"id":1}
curl -H "Content-Type: application/json" -g --data "%body:"=""%" http://localhost:7545

Result:
{"id":1,"jsonrpc":"2.0","result":"0x3ca5b381f451b062b030ca22621b881ad44f96012b9d91c83c4187eaal55de57"}

W Ganache

@ TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK METWORK ID RPC SERVER MINING STATUS WORKSPACE SWITCH
3 20000000000 6721975 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING QUICKSTART
Ox3cabb381f451b062b030ca22621b881ad44f96012b9d91c83c4187eaalbbdes7

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
Ox6B5bB8441DDO79F8DaR7FF48F74F3A4FO8hT417B Ox6B5bB8441DDO79F8Da87FF48F74F3A4F08hT417B 21000 1

https://github.com/web3examples/ethereum/blob/master/rpc/eth_sendTransaction_ganache.cmd



PD-4.2.2 wscurl subscribe ganache

Start:
wscurl ws://localhost:7545

Paste: (without <enter>)
{"id": 1, "method": "web3_clientVersion"}

Output:
{"id":1,"result":"EthereumJS TestRPC/v2.8.0/ethereum-js"}

https://www.npmijs.com/package/wscurl

https://www.npmijs.com/package/wscat

http://web3examples.com/ethereum/demo/Use ganache cli Windows WS.html



https://www.npmjs.com/package/wscurl
https://www.npmjs.com/package/wscat
http://web3examples.com/ethereum/demo/Use_ganache_cli_Windows_WS.html

PD-4.2.2 wscurl subscribe ganache

Start:
wscurl ws://localhost:7545

Paste: (without <enter>)
{"id": 1, "method": "eth_subscribe", "params": ["newHeads"]}

Output:
{"id":1,"result":"0x7"}
{"jsonrpc":"2.0",
"method": "eth_subscription",
"params":
{ "subscription": "0x7",

"result":

{ "hash":"0x27d8a20ec365c8a91d3f8919731a87c472¢1c570e9199a4c¢65857281964b6938",
"parentHash": "0x399173ef5ac8fa65c8ca7466d5830bdfc4ef92a85d76cf1072a24fd9e608069¢",
"sha3Uncles": "0Ox1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347",
"miner": "0x0000000000000000000000000000000000000000",

"stateRoot": "Oxf20e4654c8b521ad84a67164b7a27c¢699292a8e73a19bd08abc6c35a52d192bc",
"transactionsRoot": "0x7570cbff644607al1bd7b7bb559fed522a8931cc1366c00b2640cc85df2d36173",
"receiptsRoot": "0x056b23fbbad80696b65fe5a59b8f2148a1299103c4f57df839233af2cf4ca2d2",
"logsBloom": "0x00000.....",

"difficulty": "Ox0",

"number": "Oxa",

"gasLimit": "0x6691b7",

"gasUsed": "0x5208",

"nonce": "0x0000000000000000",

"mixHash": "0x0000000000000000000000000000000000000000000000000000000000000000",
"timestamp": "0x5fb3b463",

"extraData": "0Ox"
) https://www.npmijs.com/package/wscurl

) https://www.npmijs.com/package/wscat

http://web3examples.com/ethereum/demo/Use ganache cli Windows WS Subscriptions.html



https://www.npmjs.com/package/wscurl
https://www.npmjs.com/package/wscat
http://web3examples.com/ethereum/demo/Use_ganache_cli_Windows_WS_Subscriptions.html

PD-4.2.3 RPC Interface

Client Ethereum Blockchain
Geth (Go Open
Ethereum) Ethereum

A\ 4

%

RPC interface
- HTTP(s) > ,7'
* WS(S) - WebSockets f/
* |IPC (geth) 4
A
RPC interface Gateway
* HTTP(s)
*  WS(S) - WebSockets Infura
Cloudflare
é https://github.com/ethereum/wiki/wiki/JSON-RPC
https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support



https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support

PD-4.2.3 Call RPC Functions via web interface

E= -l apirequest.io

Apireguest MORE FREE TOOLS Crafted by

e/ flocalhost:754s

eth_blockNumber

O JSON @ XML @ raw

Input parameters:

eb3_clientVersion”,

"params”: []J"iE":c’?

POST

https://cloudflare-eth.com

{"jsonrpc":"2.0",
"method":"web3_clientVersion",

Response: 200 "params":[],"id":67
headers: }

Send One

"content-length": "B7",
"content-type”: "application/json”

"jsonrpc”: "2.@",
"id=: 67,
"result”: "Geth/vl.8.27-omnibus-c94f741c/linux-amd6d/gol.11.1"

https://www.apirequest.io/

http://web3examples.com/ethereum/demo/Check contract balance via RPC online.html



https://cloudflare-eth.com/
https://www.apirequest.io/
http://web3examples.com/ethereum/demo/Check_contract_balance_via_RPC_online.html

PD-4.2.3 Grid RPC Tester - web3 clientVersion

EE] Grid RPC Tester App

@ web3examples.com

Message

web3_clientVersion web3 clientVersion

Returns the current client version

Params Parameters

Returns

String - the current client version

Sdarwin/gol.4.1"

SEND RESET

omnibus-c94f741c/ linux-amd64

https://web3examples.com/grid-rpc-app/build/



https://web3examples.com/grid-rpc-app/build/

PD-4.2.3 Grid RPC Tester - eth getBalance

B3 Grid RPC Tester App

@ web3examples.com

Message

eth_getBalance eth_getBalance

Returns the balance of the account of a given address

Parameters

, 20 Bytes - address to check for balance
- integer block number, or the string "latest”, "earliest”

Returns

QUANTITY - integer of the current balance in we

SEND RESET




PD-4.2.3 Web interface eth blockNumber

Get éurrent Ethereum blocknumber<br

R R R N W i N i i

Compare to <a href="https://etherscan.io/blocks"” target="_blank"”>Etherscan</a
pre-id="log" style="width:100%;height:280px"></pre

R i i i

SO

function-log(logstr)-{
document.getElementById("log").innerHTML +=logstr+"\n";

isync - function-f() {
const request=JSON.stringify({"jsonrpc”:"2.0","method":"eth blockNumber”,"params”:[],"1d":67});
log( Sending %${request} );
const rawResponse = await fetch('https://mainnet.infura.io’, {
method: 'POST’,
headers: {
"Accept':  'application/json’,
"Content-Type': "application/json’
I
body: request
1);
const content = await rawResponse.json();
log( Received ${JSON.stringify(content)} );
log( Current blocknumber = ${parseInt(content.result)}"

R R i i A P

¥
f(0);



https://web3examples.com/ethereum/rpc/blocknr.html

PD-4.2.5 Web interface eth subscribe (websockets)

Get 1atest Ethereum blocknumbers via websockets br

Compare to <a href—"https f;etherscan lﬂ,blOLkE target=" blank">Etherscan</a
pre -1d="log" style="width:100%;height:280px"></pre

o i

function log(logstr) {
document.getElementById("log").innerHTML +=logstr+"\n";

}

const server="wss://mainnet.infura.io/ws";
log( Opening connection. to %{server} );
ar socket = new WebSocket(server);
socket.onopen = function (event) {
const request=1SON.stringify({"id": 1, "method": "eth subscribe", "params": ["newHeads"]});
log( Connection opened, sending: ${request} );
socket.send(request);
}s
socket.onmessage = async function (event) {
log( Received $%${event.data} );
ar -data=JSON. parse(event data),

log( Current blocknumber = ${parseInt(data.params.result.number)} );

N i P

}

socket.onerror = function(error) {
log( [error] %${error.message} );

}s

o

https://web3examples.com/ethereum/rpc/wsblocks.html



https://web3examples.com/ethereum/rpc/wsblocks.html

PD-4.3 RPC Interface Geth (via Grid)

Client Ethereum Blockchain

Geth (Go
Ethereum)

v

A\ 4

RPC interface

e HTTP(s) - 8546

* WS(S) — WebSockets - 8546
* |IPC (geth)

GraphQL port 8547

https://github.com/ethereum/wiki/wiki/JSON-RPC

https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support



https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support

PD-4.3 Ethereum - Grid O

10:44

] ] :-:jl-':l Q 3
= D ] ENG 7-11-2019 |:|

https://grid.ethereum.org



https://grid.ethereum.org/

PD-4.3 Grid

Ethereum Grid

e T )| € |ENG

CLIENT
Geth gr id
Parity @  Aleth

loth VERSION S GS TERMINAL METADATA @ Geth
Alet]

SIGNER Network

Main
Clef

Data Directory Keystore Directory
STORAGE

C:\Users\gerar\AppData\Roaming\Ethereum (| C:\Users\gerar\AppData\Roaming\Ethereum\key: L R

IPFS
Enable Console HTTP RPC API
No Disabled

WebSockets API P2P Port . . Y]
Disabled 30303 Change to fast if blockchain doesn’t load

Enable GraphQL Server Signer

No Internal

Enable USB (hardware wallets) Verbosity

No 3 = Info HTTP RPC API

Enabled for All Origins (*)

WebSockets API

Enabled for All Origins (*)

[} usecustom flags

Enable GraphQL Server

Yes, All Origins (*) (Requires Geth >=v1.9.0)




PD-4.3 Geth ports

C:\Users\gerar\AppData\Roaming\gridiapp cachelbin\bin geth\geth.exe --syncmode light --datadir C:\Users\gerar\RppD

INFO
INFO
INFO
INFO
INFO
INEO
INFO
INFO
INFO
INFO
INFO
HWARN
INFO
INFO
INFO
INFO
INEO
INFO
INFO

[11-24118:2¢
[11-24118:2(
[11-24118:2¢
[11-24118:2¢
[11-24118:2(
[11-24118:2(
[11-24118:2¢
[11-24118:2¢
[11-24]18:2

[11-24118:2¢
[11-24118:2¢
[11-24118:2¢
[11-24118:2(
[11-24118:2¢
[11-24118:2¢
[11-24118:2(
[11-2418:2

[11-24118:20
[11-24118:22

=17
:17
:17.
:17.
:17.
:17.
=17 .C
117,
=17,
:17.1!
:17.22
=17 .2
117 ..
:17.
=17 .2
:17..:
:17.
117 ..
:14.72

.151]
.154]

155]
155]
186]

Dropping default light client cache provided=1024 updated=1Z2Z8

Maximum peer count ETH=0 LES=10 total=50

Starting peer-to-peer node instance=Geth/vl.%.7-stable-a7l8daa6/windows—amd64/gol.13.4
2l1located cache and file handles database=C:\\Users\‘gerar\\AppData‘\Roaming\\Ethereum'%
Initislised chain configuration config="{ChainID: 1 Homestead: 1150000 DAC: 1920000 DADS
Disk storage enabled for ethash caches dir=C:\\Users\\gerar\‘RAppData\“Roaming\\Ethereum!]
Disk storage enabled for ethash DAGs dir=C:\\Usersh‘\gerar\\AppData\\Local\\Ethash count=
Added trusted checkpeoint block=8880127 hash=b&Tc33._

Loaded most recent local header number=89935081 1th—. Tad 546148 td=12899789157969974700:

eB3f2F2Dc0TFE2C4a0908R02a signe

Light client mode is an experimental feature

New local node record seq—8 id=9cZeSac3fd3ifdfel ip=127.0.0.1 udp=30303 tecp=30303

GraphQL endpoint opened url=http://127.0.0.1J8547

IPC endpoint opened url=‘\\\.\\pipe‘igeth.ipc

HTTP endpoint opened url=http://127.0.0.118545)cors=* wvhosts=localhost
WebSocket endpoint opened url=ws://127.0.0.1[8546

Block synchronisation started



PD-4.3 Geth - node

geth --syncmode "light" --rpc console

[10-83|18:50: Imported headers . =8670400 =185aet..794e9¢
[10-83|18:50: Imported headers = . =8670401 =3fe0965..2be7th
[10-83|18:50: Imported headers . =8670402 =fafed7..591b69
[10-83]|18:50: Imported headers . =86704083 =d1bag6..d414db
[10-83|18:50: Imported headers . =8670404 =b5+a9f..2+f3bc7
[10-83|18:50: Imported headers . =86704085 =173c45..5d872c¢
[10-83|18:51: Imported headers = . =8670406 =73eac7..d432tb
[10-83|18:51: Imported headers . =86704607 =f9d43f..cdbeed
[10-83|18:51: Imported headers = . =8670408 =8358a6..367f24

=== @ ethstatsnet

BEST BLOCK UNCLES LAST BLOCK m AVG BLOCK TIME

/Sago 13.39s

If ACTIVE NODES GAS PRICE GAS LIMIT @ PAGE LATENCY

BLOCK TIME DIFFICULTY BLOCK PROPAGATION LAST BLOCKS MINERS

:
|I EEEEEE
.Ill .I I [ | -IlII-II l-l IIIII.--II Illl

UNCLE COUNT TRANSACTIONS GAS SPENDING GAS LIMIT

https://ethstats.net



https://ethstats.net/

PD-4.4 Management with Grafana & Prometheus

Browser

Port
3000

Grafana

{9 Grafana Labs

Port '
9090

Prometheus

O Prometheus

Port

6060

Geth (Go
Ethereum)

¢

https://grafana.com

https://prometheus.io

http://web3examples.com/ethereum/demo/Geth Prometheus Grafana.html



https://prometheus.io/
http://web3examples.com/ethereum/demo/Geth_Prometheus_Grafana.html
https://grafana.com/

PD-4.4 Configure Geth (via Grid

Ethereum Gnid
CLIENT
Geth
Parity

ABOUT VERSION SETTINGS TERMINAL METADATA
Aleth

SIGNER

Clef

STORAGE

IPFS

|- --syncmode light --datadir C:\Users\gerar\AppData\Roaming\Ethereum --kevstore
CAllsars\naran AnnData\Roaming\Ethereum\keystore --port 30303 --noust: --pprof --metrics --

metrics.expensive Add pa ra mete rs.
--pprof --metrics --metrics.expensive

Use custom flags

http://web3examples.com/ethereum/demo/Geth Prometheus Grafana.html



http://web3examples.com/ethereum/demo/Geth_Prometheus_Grafana.html

PD-4.4 Start Geth (via Grid

Ethereum Grid

CLIENT

Geth

Parity

Aleth

SIGNER

Clef

STORAGE

IPFS

ABOUT

INFO
INFQ
INFQ
INFQ
INFQ
INFQ
INFOQ
INFO
INFO
INFO
INFO
INFQ
INFQ
WARN
INFQ
INFQ
INFO

|1le:
|16:
|16:
116:
[11-24]16:
[11-24]16:
116:

VERSION SETTINGS . METADATA

Users\gerar\Rp|
Starting pprof server addrfhttp:/,
Dropping default light client cache prowvided—10.24 updated=1.E
Enakling metrics collecticn
Maximum peer count ETH=0 LES=10 teotal=530
Starting peer-to-peer node instance=Geth/wl.9.

Allocated cache and file handles database=C

Initialised chain configuration config="{ChainID: 1 Homestead: 1150000 DRO: 19

Disk storage enabled for ethash caches dir Users\\gerar\\&ppData‘\\Roaming\\Ethere
Disk storage enabled for ethash DAGs dir
Added trusted checkpeoint block=8552447 hash—=613fc3._09428eb

rar\\AppData\\Local\\Ethash coun

Loaded most r nt local header number=8700031 hash=405e
figured checkpoint r
)P listener up net=enode://bl017e3el4 efde

Light client mode is an experimental feature



PD-4.4 |Install & configure Prometheus

prometheus.yml

global:
scrape interval: 5s
scrape timeout: 5s
evaluation interval: 5s
alerting:
alertmanagers:
- static configs:
- targets: []
scheme: http
timeout: 5s
scrape configs:
- Jjob name: geth
metrics path: /debug/metrics/prometheus
scheme: http
static configs:
- targets: ['localhost:6060']

https://prometheus.io

http://web3examples.com/ethereum/grafana prometheus/prometheus.yml

https://github.com/karalabe/geth-prometheus/blob/master/prometheus.yml



https://github.com/karalabe/geth-prometheus/blob/master/prometheus.yml
https://prometheus.io/
http://web3examples.com/ethereum/grafana_prometheus/prometheus.yml

PD-4.4 Start Prometheus

m C\tmp\prometheus.exe

level=info =2019-11-24T15:42:26. 7 caller=main.g |

level=info 24T15: 7 callel—maln 2 ) f . blanch HE
level=info B date=2
level=info
level=info
level=info
level=info
le el:infa

tht_Letall ={]
fd_limit
6 vm_limits

Start listening for connections”
O component=tsc g="found healthy block™ mint=15
component=tsdb ylaying WAL, this may take awhile"
component=tsdb
component=tsdb
component=tsdb
component=tsdb
component=tsdb ms : loaded"
component=tsdb I eme loaded™
unknown
TSDB started”
"Loading configuration file" filename=pro 3
ompletpd loading of configuration fllF filename=prometheus.yml
g to receive web reques
component=tsdb ms head GC completed” duratio
component=tsdb WAL checkpoint complete™ f st=] duration=13.925ms
component=tsdb head GC completed” duratio
component=tsdb ead GC completed" duratio
component=tsdb AL checkpoint complete™ + 5 st=1205 duration=14.1954ms
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PD-4.4 Install Grafana

Grafana Properties (Local Computer) e

General LogOn Recovery Dependencies

Service name: Grafana

Display name: Grafana

Description: Grafana by Grafana Labs

Path to executable:
"CAProgram Files\Grafanalabs\nssm.exe"

Startup type: Automatic w
Service status: Running
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service from
here.

https://grafana.com



https://grafana.com/

PD-4.4 Configure datasource
£ corstor

& Data Sources

& Users &1 Teams % Plugins == Preferences &, API Keys

" Add data source: Add data sourc

—2

A Y
S B

5 »

_d
R o dtasoure

Time series databases

Prometheus

“* Prametheus-1: Settings - Grafana X

R @ localhost:3000/datasources/edit/2/

Data Sources / Prometheus-1

> 3= Settings 22 Dashboards

© Prometheus-1 Default

Access

Whitelisted Cookies

HTTP
URL
Access

Whitelisted Cookies

| *

Configuration

& Data Sources

3

Users
Teams

Plugins

= Preferences

APl Keys

http://localhost: 2090

Server (Default)

Hoover

http://localhost:3000/



http://localhost:3000/

PD-4.4 Configure Dashboard

“* New dashboard - Grafana

B8 New dashboard -

- (— =) _(_;‘___ ® |0ca|host:E-C'OC:.-"da hboard/ |mpor

Hoover

Create

#%. Dashboard
#. _Folder

PN Import

Grafana.com Dashboard

Or paste JSON

http://localhost:3000/



http://localhost:3000/

PD-4.4 Dashboard configuration

<> Code Revisions 1 Stars 1

Geth + Prometheus + Grafana

dashboard.json

{
" dinputs™: [

{
"name”: "D5_PROMETHEUS",
"label": "prometheus”,
"description”: "",
"type": "datasource"”,
"pluginId”: "prometheus”,
"pluginlame”: "Prometheus”

}

https://gist.github.com/karalabe/e7ca79abdec54755ceae09c08bd090cd



https://gist.github.com/karalabe/e7ca79abdec54755ceae09c08bd090cd

PD-4.4 Start Dashboard

Dashboards
“*  Geth Prometheus - Grafana
® /d/FPpjH6HIk/ D ethe d= efresh=10s y it # Home

{9 88 GethPrometheus - 5 Manage
iy Playlists
guaniile D95~

& Snapshots
System

381.470 MiB

286.10Z MiB

190735MB | I 0Bs

95.367 MiB \ Vi > 058

0%

- 0B 1.0Bs
16:43 16:44 ' 16:43 16:43

== cystern == jowait == geth == glloc == used == held - read == write

Network

Traffic

150kBs min max avg current

- ingress 0Bs 138.2 kBs 44 4 kBs 743kBs

current
- PEETS 1.000

100 kBs - Egress 0Bs 417 Bs 256 Bs 220Bs = dials 0.182

- SEIVES 0

@8 Dashboards
[ | |

Blockchain & Manage i Playlists & snapshots

Latest header Chain head Executable transa... Transaction pool

8728447 10.0000 Mil . 0

7.5000 Mil
@ Latest receipt Gapped transacti...

5.0000 Mil

0 0

88 Geth Prometheus




PD-4.5 RPC Interface

Client Ethereum Blockchain
Geth (Go Open
Ethereum) Ethereum

A\ 4

RPC interface
 HTTP(s)

* WS(S) - WebSockets
* IPC (geth)

2

¥

v

Gateway

Infura

RPC interface

* WS(S) - WebSockets .

* HTTP(s)

A 4

Cloudflare

22

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls General information

web3_clientVersion Current client version

eth_gasPrice Current price per gas in wei

eth_hashrate Number of hashes per second that the node is mining with
eth_mining Is client actively mining new blocks?

eth_protocolVersion  Current ethereum protocol version

eth_syncing Is client syncing?

net_listening Is client actively listening for network connections?
net_peerCount Number of peers currently connected to the client

https://github.com/web3examples/ethereum/blob/master/rpc/general info mainnet.cmd

https://eth.wiki/json-rpc/api



https://github.com/web3examples/ethereum/blob/master/rpc/general_info_mainnet.cmd
https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Network information

eth_chainld  Current chain id

net_version  Current network id (mainnet usually 1)

EVM Networks

A list of EVM networks. Wallets and Web3 middleware providers should be

able to use the appropriate Chain ID and Network ID to connect to the

correct chain.
This table is also available as a JSON feed at chains.json.

ChainID Name Short Name Chain
1 Ethereum Mainnet eth ETH
3 Ethereum Testnet Ropsten rop ETH
42 Ethereum Testnet Kovan kov ETH
43110 Athereum ath ATH
5 Ethereum Testnet Gorli gor ETH
6 Ethereum Classic Testnet Kotti kot ETC

Network
mainnet
ropsten
kovan
athereum
goerli
kotti

Network ID
1

3

42

43110

https://chainid.network/

https://eth.wiki/json-rpc/api



https://chainid.network/
https://eth.wiki/json-rpc/api
https://chainid.network/chains.json

PD-4.5 RPC Calls Block & log information

eth_blockNumber Number of most recent block
eth_getBlockByHash Information about a block
eth_getBlockByNumber Information about a block

eth_getStorageAt Value from a storage position at a given address
eth_getCode Code at a given address

eth_getlLogs All logs matching a given filter object

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Transaction information

eth_getBlockTransactionCountByHash Number of transactions in a block from a block
matching the given block hash

eth_getBlockTransactionCountByNumber Number of transactions in a block matching the
given block number

eth_getTransactionByBlockHashAndIndex Transaction by block hash and transaction index
position

eth_getTransactionByBlockNumberAndindex Transaction by block number and transaction index
position.

eth_getTransactionByHash Transaction requested by transaction hash

eth_pendingTransactions Returns the pending transactions list

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Uncles
Name ________ [Funcion

eth_getUncleCountByBlockHash Number of uncles in this block
eth_getUncleCountByBlockNumber Number of uncles in this block
eth_getUncleByBlockHashAndIndex Information about a uncle
eth_getUncleByBlockNumberAndindex Information about a uncle

Ethereum uncle

* orphan block

* mined just after a correct block was added to the main chain
 valid block that arrives too late

* a block can include max two uncles

Reward for miner
* each uncle referenced earns 1/32 of block reward

Rewards to miner of uncle block

* depends on distance to the main chain block it was referenced by
* max six generations

* max 7/8 block reward

https://etherscan.io/uncles

https://eth.wiki/fundamentals/mining



https://etherscan.io/uncles
https://eth.wiki/fundamentals/mining

PD-4.5 RPC Calls Account information

eth_accounts List of addresses owned by client

eth_coinbase Client coinbase address

eth_getBalance Balance of the account of given address

eth_getProof Account- and storage-values of the specified account including the Merkle-proof
eth_getTransactionCount Number of transactions sent from an address

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Transactions & function calls

Name  JFuncton

eth_sign The sign method calculates an Ethereum specific signature with: sign(keccak256("\x19Ethereum
Signed Message:\n" + len(message) + message))).
Note the address to sign with must be unlocked.

eth_estimateGas Generates and returns an estimate of how much gas is necessary to allow the transaction to complete.
The transaction will not be added to the blockchain.

eth_call Executes a new message call immediately without creating a transaction on the block chain (e.g. read
only)

eth_sendTransaction Creates new message call transaction or a contract creation, if the data field contains code
eth_getTransactionReceipt Get the contract address, after the transaction was mined, when you created a contract.
eth_sendRawTransaction Creates new message call transaction or a contract creation for signed transactions.

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Utilities

web3 _sha3 Returns Keccak-256 hash of the given data
Note: not the standardized SHA3-256

Windows

set request=web3 sha3

set param="0x68656c6c6f20776f726c64"set
body={"jsonrpc":"2.0","method":"%request%","params":[%param%],"id":67}

curl -H "Content-Type: application/json" -g --data "%body:"=""%" https://mainnet.infura.io

Result
{
"jsonrpc":"2.0",
"id":67,
"result":"0x47173285a8d7341e5e972fc677286384f802f8efd42a5ec5f03bbfa254cb01fad"
}

https://github.com/web3examples/ethereum/blob/master/rpc/web3 sha3 mainnet.infura.io.cmd

https://eth.wiki/json-rpc/api



https://mainnet.infura.io/
https://github.com/web3examples/ethereum/blob/master/rpc/web3_sha3_mainnet.infura.io.cmd
https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Mining

eth_mining Is client is actively mining new blocks?

eth_hashrate Number of hashes per second that the node is mining with

eth_submitWork Submit a proof-of-work solution

eth_getWork Returns the hash of the current block, the seedHash, and the boundary condition

to be met ("target")

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.5 RPC Calls Filters

eth_newBlockFilter Filter to notify when a new block arrives
eth_newPendingTransactionFilter  Filter to notify when new pending transactions arrive.
eth_getFilterChanges Polling method for a filter, which returns an array of logs

which occurred since last poll.

eth_newfFilter Filter to notify logs changes
eth_getFilterLogs Returns an array of all logs matching filter with given id.
eth_uninstallFilter Uninstalls a filter with given id. Should always be called when

watch is no longer needed.

https://eth.wiki/json-rpc/api



https://eth.wiki/json-rpc/api

PD-4.6 eth call

Function:
Online Tools na me()

Keccak-256

Keccak-256 online hash function

lname()

Input type | Text ~

@ 4byte.directory/signatures/?bytesd signature=3b668059

eth_call Executes a new message call

Hash | BAulo Update Ethereum Function Signature Database

e6fdde@383f15d582d1a74511486c9ddf862a882fb7904b3dofeobsb8e58a796

Search Signatures  3b668059

ID Text Signature

101293 ContractBalance()

Browse Signatures Submit Signatures Submit ABI

Search

Submit Solidity Source File

Bytes Signature

0x3b668059

API Docs

3b668059d6bfbbbeld86e2e5ecl1727b55e73f334c0abbebfOcf96abad2a485ab

Enter command:
curl -H "Content-Type: application/json" -d

https://ropsten.infura.io

Output:

"{""jsonrpc"":""2.0"",""method"":""eth_call"",""params"":[{""from"":""OxEA9a7c7cD8d4Dc3acc6f0AaEc1506C8D6041alc5"","" "t
0"":""0x01848a2cFc60d5b24EB6630F12048C1825059AfC"",""data"":""0x3b668059""},""latest""],""id"":67}"

{"jsonrpc":"2.0","id":67,"result":"0x00000000000000000000000000000000000000000000000002b4c77783338000"}

immediately without creating a
transaction on the block chain.

https://www.4byte.directory

https://emn178.github.io/online-tools/keccak 256.html

http://web3examples.com/ethereum/demo/Check contract balance via RPC online.html

https://github.com/web3examples/ethereum/blob/master/rpc/eth call ropsten.cmd

http://web3examples.com/ethereum/demo/Check contract balance via RPC curl.html



http://web3examples.com/ethereum/demo/Check_contract_balance_via_RPC_curl.html
http://web3examples.com/ethereum/demo/Check_contract_balance_via_RPC_online.html
https://emn178.github.io/online-tools/keccak_256.html
https://www.4byte.directory/
https://github.com/web3examples/ethereum/blob/master/rpc/eth_call_ropsten.cmd

PD-4.7 RPC URL's and testnetworks

https://mainnet.infura.io/v3/.. wss://mainnet.infura.io/ws/v3/.. Geth/v1.8.27-omnibus-c94f741c/linux-amd64/go1.11.1
https://cloudflare-eth.com cloudflare-geth
https://main-rpc.linkpool.io wss://main-rpc.Iinkpool.io/ws OpenEthereum//v3.0.1-stable-8ca8089-20200601/x86_64-unknown-linux-

gnu/rustcl.43.1

https://rpc.slock.it/mainnet Parity-Ethereum//v2.5.13-stable-253ff3f-20191231/x86_64-linux-
gnu/rustc1.40.0



https://mainnet.infura.io/v3/
https://cloudflare-eth.com/
https://main-rpc.linkpool.io/
https://rpc.slock.it/mainnet

PD-4.7 MetaMask test networks

Networks

« @ Main Ethereum Network

athereum




PD-4.7 Test networks

Network Ropsten Kovan Rinkeby Gorli Athereum

https://kauri.io/article/3eba08b801a44776a07607b9e046dd08/ethereum-101-part-6-mainnet-and-testnets



https://kauri.io/article/3eba08b801a44776a07607b9e046dd08/ethereum-101-part-6-mainnet-and-testnets

PD-4.7 Chain registry

"name”: "Ethereum Testnet Ropsten”,
"chain®™: "ETH",
"network"”: "ropsten”,
"rpct: [
“"https://ropsten.infura.io/v3/${INFURA_API KEY}"
I,
"faucets": [
"https://faucet.ropsten.be?%{ADDRESS}"
I,
"nativeCurrency”: {
"name”: "Ropsten Ether”,
"symbol™: "ROP",

“"decimals™: 18

Is

"infolURL": "https://github.com/ethereum/ropsten”,

"shortlame™: "rop",

"chainld": 3,

"networkId™: 3, https://github.com/ethereum-lists/chains
"ens": {

https://github.com/ethereum-lists/chains/blob/master/ data/chains/3.json

"registry”:"@x112334455c35332+d11238cd2eVbocddaddeniala”

¥ https://chainid.network/chains.json

https://chainid.network



https://chainid.network/
https://chainid.network/chains.json
https://github.com/ethereum-lists/chains
https://github.com/ethereum-lists/chains/blob/master/_data/chains/3.json

PD-4.7 RPC URL's

Test URL Websockets web3_clientVersion

https://ropsten.infura.io/v3/.. wss://ropsten.infura.io/ws/v3/.. Geth/v1.9.5-omnibus-6ef96469-

20190920/linux-amd64/go1.12

https://kovan.infura.io/v3/.. wss://kovan.infura.io/ws/v3/.. Parity-Ethereum//v2.6.4-beta-badb045-
ps:// /v3/ /1 /ws/v3/ 20190926/x86_64-linux-gnu/rustc1.36.0

. : ; ; . : ; : Geth/v1.9.6-omnibus-81a21b6f-
https://rinkeby.infura.io/v3/.. wss://rinkeby.infura.io/ws/v3/.. ey

https://goerli.infura.io/v3/.. wss://goerli.infura.io/ws/v3/.. Geth/v1.9.6-omnibus-81a21b6f-
- //g / / //g / / / 20191004/linux-amd64/go1.12

. ; : Geth/v1.9.6-unstable-311419c¢7-
https.//rpc.goerl — Ud . blog 20190923/linux-amd64/go1.11.5
https://rpc.slock.it/goerli Slock.it-Proxy//v1.0.0
https://goerli.prylabs.net wss://goerli.prylabs.net/websocket Geth/v1.9.6-stable-bd059680/linux-

amd64/gol1.13.1

https://api.avax-test.network/ext/bc/C/rpc



https://ropsten.infura.io/v3/
https://kovan.infura.io/v3/
https://rinkeby.infura.io/v3/
https://goerli.infura.io/v3/
https://rpc.goerli.mudit.blog/
https://rpc.slock.it/goerli
https://goerli.prylabs.net/
https://api.avax-test.network/ext/bc/C/rpc

PD-4.7 Testnet information

Network More info Chainnr Faucet Github



https://github.com/ethereum/ropsten
https://teth.bitaps.com/
https://teth.bitaps.com/
https://teth.bitaps.com/
https://github.com/ethereum/ropsten
https://kovan-testnet.github.io/website
https://gitter.im/kovan-testnet/faucet
https://gitter.im/kovan-testnet/faucet
https://github.com/kovan-testnet/proposal
https://www.rinkeby.io/
https://faucet.rinkeby.io/
https://github.com/ethereum/EIPs/issues/225
https://goerli.net/
https://faucet.goerli.mudit.blog/
https://github.com/goerli/testnet
https://athereum.avax.network/
https://faucet.avax-test.network/
https://github.com/ava-labs

PD-4.7 Testnet explorers & dashboards

Network Dashboard Explorer



https://ropsten.etherscan.io/
https://blockexplorer.one/eth/ropsten
https://teth.bitaps.com/
https://kovan.etherscan.io/
https://stats.rinkeby.io/
https://rinkeby.etherscan.io/
https://blockexplorer.one/eth/rinkeby
https://stats.goerli.net/
https://goerli.etherscan.io/
https://cchain.explorer.avax-test.network/

PD-4.8 Request Infura APl key

SIGN UP

Get Started for Free

PROJECTS

£ 2/3 PROJECTS [ CREATE NEW PROJECT ]

https://infura.io/register



https://infura.io/register

