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PD-9.1 OpenZeppelin - upgrade 7. OpenZeppelin

import "@openzeppelin/upgrades-core/contracts/Initializable.sol"”;

contract MyContract is Initializable {
56 value;

function initialize(uint256 initialValue) public initializer {
value = initialValue;

}
}

Initialize function instead of a constructor Npm install @openzeppelin/truffle-upgrades
* Don’t use variable initialization

e Constant is ok to use

Also call initialize on parent contracts
Use libraries that also support initialize
Layout variables must stay the same

https://github.com/OpenZeppelin/openzeppelin-upgrades/tree/master/packages/plugin-truffle

https://docs.openzeppelin.com/upgrades-plugins/1.x/api-truffle-upgrades

https://docs.openzeppelin.com/upgrades-plugins/1.x/fag#what-does-it-mean-for-a-contract-to-be-upgrade-safe

https://docs.openzeppelin.com/upgrades-plugins/1.x/writing-upgradeable



https://github.com/OpenZeppelin/openzeppelin-upgrades/tree/master/packages/plugin-truffle
https://docs.openzeppelin.com/upgrades-plugins/1.x/api-truffle-upgrades
https://docs.openzeppelin.com/upgrades-plugins/1.x/writing-upgradeable
https://docs.openzeppelin.com/upgrades-plugins/1.x/faq#what-does-it-mean-for-a-contract-to-be-upgrade-safe

PD-9.1 OpenZeppelin Proxy deploy

[=] Debugl.sol E3 ‘

// SPDX-License-Identifier: MIT

2 // -npm-install - @openzeppelin/truffle-upgrades
3
4 pragma- solidity ~0.6.0;
5 import:  "lopenzeppelin/upgrades-core/contracts/Initializable.sol";
7 contract  Debugl - {
q uint result: https://github.com/web3examples/ethereum/tree/master/pat
g tern examples/Upgrade/contracts/Debugl.sol
10 function initialize (uint q) {
11 result = q; https://github.com/web3examples/ethereum/tree/master/pat
12 } tern_examples/Upgrade/migrations/2 deploy contracts.js
13 function set (uint x) {
14 % -+=1;
5 . 1=7: [= 2_deploy_contracts.js E3
16 % 4+=4; 1 const { deployProxy-} = require('lopenzeppelin/truffle-upgrades');
17 X -+=6; “ ] o
0 <. 4+=8: 3 var Debugl = artifacts.require("Debugl”);
i ELE r L‘
g = *7 . -
:% result X*2; 5 Hmodule.exports = async function(deployer)  {
f } 6 const DebuglContract = await deployProxy(Debugl, [42], { deployer });
< } T console.log( Address of DebuglContract: S{DebugICDHtract address} ")
8 console.log("Doing:some-tests with:the: - just- -deployed:contract");
9 var bnx=await DebuglCDntract.result{} ff note-result -is -Big: Number
Address of DebuglContract: 0x97.. 10 console.log( Initialized with 42, X is now ${bnx.toString()} )
Doing some tests with the just deployed contract 11 await DebuglContract.set(3)
Initialized with 42. X is now 42 12 var bnx=await DebuglContract.result()  // note result is Big Number
. ’ . 13 console.log( Called function set(3), X is now 5{bnx.toString()} ")
Called function set(3), X is now 48 12 Ly,



https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/contracts/Debug1.sol
https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/migrations/2_deploy_contracts.js

PD-9.1 OpenZeppelin Proxy upgrade

[=] Debug2 sol \

// SPDX-License-Identifier: MIT

2 pragma solidity "0.6.0;
3 import - "@openzeppelin/upgrades-core/contracts/Initializable.sol";
5 contract Debug?2 . {
6 uint result;
7 https://github.com/web3examples/ethereum/tree/master/patte
3 function initialize (uint q) { rn_examples/Upgrade/contracts/Debug?2.sol
9 result =-qg;
10 } ) ) https://github.com/web3examples/ethereum/tree/master/patte
- function set (uint x) { rn_examples/Upgrade/migrations/3 upgrade contracts.js
12 result = x;
13 }
14 function set?(uint x) {
15 result = x*2; [=l 3_upgrade_contracts js 4
—E } 1 const { deployProxy, -upgradeProxy-} = require('Copenzeppelin/truffle-upgrades');
L/ } 2 var Debugl = artifacts.require("Debugl™);
3 var DebugZ = -artifacts.require("Debug2");
5 Bmodule.exports = asyne function(deployer)  {
Address of DebuglContract: 0x97.. 6 const DebuglContract=await Debugl.deployed()
Address of Debug2Contract: 0x97.. j const DebugZ?ontract=awa1t upgradeProxy (DebuglContract.address, D?bugZ,{ deployer - }) ;
) ] . 8 console.log( Address of DebuglContract: ${DebuglContract.address}’)
Doing some tests with the just upgraded console.log (] Address of Debug2Contract: S{Debug.'ZContract address} )
contract 10 console.log("Doing- some-tests -with the just upgraded:contract");
Called function set(5), X is now 5 -- await Debug2Contract.set (%)
- . 12 var bnx=await DebugZContract.result()  // note result is Big Number
Ca”edfuncnonSEtZE”’XlsnOMIlo 13 console.log( Called function set(5), X is now S{bnxzx.toString()} ")
14 await DebugZContract.setZ (5)
15 var bnx=await DebugZContract.result()  // note result is Big Number
16 console.log( Called function set2(5), X is now 5S{bnx.toString()}")
17 }



https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/contracts/Debug2.sol
https://github.com/web3examples/ethereum/tree/master/pattern_examples/Upgrade/migrations/3_upgrade_contracts.js

PD-9.2 Proxy contract

[=] proxy_storage.sol 4 |

1 // SPDX-License-Identifier: MIT
2 pragma solidity -~0.7.0;
3
4 contract Versionl:  { event LogS5Str(string);string public V;function version() external { V="Versionl";emit LogStr(V): }}
5 contract VersionZ2 { event LogStr(string);string public V;funection version() external { V="VersionZ";emit LogStr(V): }}
é
1 contract Proxy Storage {
8 bytes32 private constant implementationPosition = keccak2bé ("web3examples");
9 string public V="proxzy";

10 event  LogAdr (address) ;

11

12 functien setV1l () public  { SetRelay(address(new Versionl{())): }

13 function setVZ2 () public { SetRelay(address(new VersionZ())): }

14

15 function SetRelay(address newVersion) public. {

16 bytes32 slot = implementationPosition:

17 assembly  { sstore(slot, newVersion) -}

18 }

19 function GetRelay () public view returns (address implementation) {

20 bytes32 slot = implementationPosition;

21 assembly { implementation :=- sload(slot) }

22 }

23

24 fallback() - external payable - {

25 address implementation = GetRelay():

26 emit LogAdr (implementation);

27 (bool  success,  /*bytes memory-data®/)=implementation.delegatecall (msg.data);

28 require (success, "error");

29 }

30 receive () -external payable: {}

31 }

https://blog.openzeppelin.com/upgradeability-using-unstructured-storage https://github.com/web3examples/ethereum/blob/master/pattern examples/proxy storage.sol



https://github.com/web3examples/ethereum/blob/master/pattern_examples/proxy_storage.sol
https://blog.openzeppelin.com/upgradeability-using-unstructured-storage

PD-9.2 Proxy contract

Proxy Test

Template Proxy Test

connected Instance 1

to proxy

Interface Variables

>
.
‘a .
......
] us
-------------------------

Proxy Test
Instance 2

Code




PD-9.2 Attention points with data
contracts (delegatecall)

e Constructors don’t work
* Variable initializations don’t work (constants do)

* Don’t change layout of variables
* Don’t change order
* Don’t remove

* Don’t change type
* Only add varables at the end

https://docs.openzeppelin.com/sdk/2.6/writing-contracts



https://docs.openzeppelin.com/sdk/2.6/writing-contracts

PD-9.3 Modifiers

[=] modifiers.sol E3 |

1 J/ SPD¥X-License-Identifier: MIT

2 pragma - solidity ~0.7.0;
3 contract Owned {
4 address public owner;
5 uint public - creationTime = -block.timestamp;
6 modifier onlyOwner () { require (msg.sender == owner, "Must  be owner"); i}
7 modifier onlyBefore (uint: time) { require(block.timestamp -<- time, - -"Too:late"); il
8 modifier onlyAfter (uint  time) { require(block.timestamp > time, - -"Too:soon"); i}
9 modifier onlyBy (address account) { - require (msg.sender == -account, "Wrong-address" ) ; i}
10 modifier condition(bool  condition)  { regquire( condition, "Condition- -failed"): i}
11 modifier minAmount (uint - amount) { require (msg.value ->=-_ amount, "Not -enough -ETH-send") ;- i}
12
13 constructor ()  { owner = msg.sender;}
14
15 function f () payable
16 onlyBy (owner)
17 minAmount (2 -ether)
18 onlyAfter (creationTime + 1 minutes)
19 condition(msg.sender.balance: >=-50- -ether)
20 public returns (string memory) - {-// code
21 return "Done";
22 }
23 }

https://github.com/web3examples/ethereum/tree/master/pattern examples/modifiers.sol



https://github.com/web3examples/ethereum/tree/master/pattern_examples/modifiers.sol

On-chain Off-chain

PD-9.4 Factory Contract =N
Contract | P : Factory
[ factory.sol E3 | H i <\'_;_J So?lcr’g;rg%tde
definition deploy
1 // SPDX-License-Identifier: MIT orice
2 pragma solidity-"~0.7.0; {instantiate i
3 |
4 contract ChildContract { Contract
5 uint public MyId; Instance i
o constructor (uint Instance) {
7 MyId = Instance; i
8 } !
1 % } Figure 15: Factory Contract Pattern
)]
11 contract ContractFactory: {
12 ChildContract[] - contracts;
13 uint ChildNr;
14 function CreateChild() public returns (ChildContract) - {
15 ChildContract Child = new ChildContract (ChildNr++4) :;
16 contracts.push (Child) ;
17 return Child;
18 }
19
20 function - Contracts () -public -view- -returns- (ChildContract[] memory) - {
21 return contracts:
22 }
23 }

https://github.com/web3examples/ethereum/blob/master/pattern examples/factory.sol



https://github.com/web3examples/ethereum/blob/master/pattern_examples/factory.sol

PD-9.5 Selfdestruct & Create?

[=] selfdestruct_create2.sol E3 |

1 // - -SPDX-License-Identifier: MIT

2 pragma solidity ~0.7.0;

3

4 contract - Child- {

5 string public name="Child";

& function destroy() public. - { // add security

7 selfdestruct (msg.sender);

8 }

B ]
10
11 contract Factory: {
12 Child public deployed;
13
14 function ChildName () -public view returns-  (string memory) - {
15 return deployed.name () ;
16 }
17 function DestroyChild() public-{ // add security

8 deployed.destroy() ;
19 deployed=Child (address (0));
20 }
21
22 function Deploy() public -returns  (Child) {
23 deployed=new -Child{salt: 0x00} ()7 // createl
24 return deployed;
zEj } https://github.com/web3examples/ethereum/tree/
26 } master/pattern_examples/selfdestruct create2.sol



https://github.com/web3examples/ethereum/tree/master/pattern_examples/selfdestruct_create2.sol

PD-9.6 Commit Reveal

[=] commitreveal.sol E3 |

1 J/ SPDX-License-Identifier: MIT

2 pragma- - solidity -~0.7.0;

3 contract CommitReveal  {

|

5 bytes32 commit;

o function CommitValue (bytes32 commit) internal {

7 commit- -=- commit;

8 }

B function RevealValue (string memory - value) internal view returns (string memory) - {
0 require - (commit- == keccak256 (bytes( value)), "Revealed value:  !=-committed"):;
11 return ( value);
12 }
13 function TestCommitOk (string memory  value) public returns (bytes32) |
14 bytes32 c=keccakZ56 (bytes( wvalue));
15 CommitValue (c) ;
16 RevealValue ( value):
17 return c;

18 |
19 function TestCommitBad (string memory  value) public returns (bytes32) |
20 bytes32 c="0x00";
21 CommitValue (c) ;
22 RevealValue ( value);
23 return c;
24 }
25 }

https://github.com/web3examples/ethereum/tree/master/pattern examples/commitreveal.sol



https://github.com/web3examples/ethereum/tree/master/pattern_examples/commitreveal.sol

PD-9.7 Send, Transfer, Call

functian_viaSend{address payable ad&r) internal {
bool success = addr.send(msg.value); // 2300 gas
require (success, - "Pay -was not- successful."):;

}

function ViaTrans (address payable addr) - internal - {
addr.transfer (msg.value);  // 2300 gas

}

function ViaCall (address payable addr) internal - {
(bool  success, - /* -bytes memory- - response*/) = addr.call{value: msg.value} ('"'):

require (success, - "Pay-was not: successful."):

https://github.com/web3examples/ethereum/blob/master/pattern examples/sendtransfercall.sol

https://diligence.consensys.net/blog/2019/09/stop-using-soliditys-transfer-now/



https://diligence.consensys.net/blog/2019/09/stop-using-soliditys-transfer-now/
https://github.com/web3examples/ethereum/blob/master/pattern_examples/sendtransfercall.sol

PD-9.8 Publish source code

@& etherscan.io/verifyContract

m Etherscan_ All Filters ~ Search by Address / Txn Hash / Block / To n

Eth: $147.42 (-2.04%) Home Blockchain ~ Tokens ~ Resources ~ More ~ O Sign In Q

Verify & Publish Contract Source Code

COMPILER TYPE AND VERSION SELECTION

Source code verification provides transparency for users interacting with smart contracts. By uploading the
€./ source code, Etherscan will match the compiled code with that on the blockchain Just like confracts, a "smart
contract” should provide end users with more information on what they are "digitally signing” for and give users an
=) opportunity to audit the code to independently verify that it actually does what it is supposed to do

Please enter the Contract Address you would like to verify

0x...

Please select Compiler Type

@

[Please Select]

Please select Open Source License Type &

“

[Please Select]
https://etherscan.io/verifyContract

| agree to the terms of service

et https://tokenmint.io/blog/how-to-verify-

ethereum-smart-contracts-source-code.html

http://web3examples.com/ethereum/demo/Publi
sh on etherscan and interact.html



https://etherscan.io/verifyContract
https://tokenmint.io/blog/how-to-verify-ethereum-smart-contracts-source-code.html
http://web3examples.com/ethereum/demo/Publish_on_etherscan_and_interact.html

PD-9.8 I source code

@ ropsten.etherscan.io/address/0x55bdf79860ca3a68d53171d3a3a2fa4696al... ¥¢

Transactions

Contract @ Events

Code Read Contract | | Write Contract
@ Contract Source Code Verified (Exact Match) A

Contract Name: TestPublish Optimization Enabled:  Yes with 200 runs

Compiler Version v0.5.10+commit.5a6eaSbh1 Other Settings: default evmVersion, MIT

license

Contract Source Code (Solidity)

(3o [ o[ om0

1w e
2 *Submitted for verification at Etherscan.io on 2819-87-26

Bl

4

5 /S Verify code from https://ethereum-play.github.io/editor-solidity/ on etherscan:
6 // Check tab output.ijson, notice the compiler version and optimizer:true

7 pragma solidity »>=0.4.8 <8.7.9;
8  contract TestPublish {

9 string public MyMame="Test publication to Etherscan”;
18 ~  function SetMyName{string calldata _MyMame) external {
11 MyMame = MyName;

12 }

13 } 7~

& ropsten etherscan.io

Transactions

Contract @ Events

https://github.com/web3examples/ethereum/tre

e/master/pattern examples/verifysource.sol

https://ropsten.etherscan.io/address/0x55bdf798

60ca3ab68d53171d3a3a2fa4696al16f61#tcode



https://ropsten.etherscan.io/address/0x55bdf79860ca3a68d53171d3a3a2fa4696a16f61#code
https://github.com/web3examples/ethereum/tree/master/pattern_examples/verifysource.sol

PD-9.8 Flatten source (for imports)

FLATTENER &
&

¥ Selecta contract, compile it, then get the
flattened version by pressing the button.

Flattened source code will be copied to the
¥ clipboard.

$) Flatten Untitled.sol

You can save the flattened version to the file
]‘-‘la inside Remix.

1l

¢ 3

™
=

@ https://github.com/poanetwork/solidity-flattener

https://www.npmijs.com/package/truffle-flattener

https://marketplace.visualstudio.com/items?itemName=tintinweb.vscode-solidity-flattener



https://github.com/poanetwork/solidity-flattener
https://www.npmjs.com/package/truffle-flattener
https://marketplace.visualstudio.com/items?itemName=tintinweb.vscode-solidity-flattener

PD-9.8 Remix — Etherscan contract verification

ETHERSCAN - CONTRACT VERIFICATION

R Please enter the file, name and address of @ etherscan.io/register
@ your deployed contract below. I
m ) Etherscan =
APl key v 8
% apikey Search by Address / Txn Hash / Block / Token / Ens

Save API key

Contract Name

@

Register a New Account

Fill out the form to get started.

*

i.e. Ballot h
Constructor Arguments
\«/ hex encoded
@ Contract Address
@ i.e. 0x11b79afc03baf25c631dd70169bbb

% Verify Contract

https://etherscan.io/register



https://etherscan.io/register

PD-9.8 Trufﬂe — contract verification

[H truffle-config js E3 |

Note: doesn’t work

2

=

=
W O W o =] O W

J o

Wk - O w o

[

J

ST T L T S T O T S T S I O B A I ; [ [ ; [ ;

:

const HDWalletProvider = require ('
const fs = requlre( fs'):
const mnemonic = fs.readFileSync(”

const 1nfuraKey = fs. readFlleSync( I
const etherscanKey = fs. readFlleSync( .etherscan"”

module.exports = {
networks: - {
development: - {

host: "127.0.0.1",
port: '
network id: "*",
b,
rinkeby:  {

provider: () -=> new HDWalletProvider (mnemonic,
// -rinkeby- id

network id:
skipDryRun: - true

1,
api keys: {
etherscan: -etherscanKey

1

//-Localhost
//-Standard-Ethereum- port
//-Any-network

(default: nor

).6.0"}

t").tosString () .trim() ;
").toString() .trim() ;
.toString() .trim() ; // etherscan key

s

well on windows

//-contains mnemonic
// infura- key

(default: none)
(default: nor

“https://rinkeby.infura.io/v3/5{infuraKey} "),

> npm install -g truffle-plugin-verify
> truffle run verify TestPublish --network rinkeby
Verifying TestPublish

Pass - Verified: https://rinkeby.etherscan.io/address/0x..#contracts
Successfully verified 1 contract(s).

https://www.npmijs.com/package/truffle-plugin-verify

https://kalis.me/verify-truffle-smart-contracts-etherscan/



https://kalis.me/verify-truffle-smart-contracts-etherscan/
https://www.npmjs.com/package/truffle-plugin-verify

PD-9.8 Publish Metadata Remix

SOLIDITY COMPILER B

Compiler 0.5.14+commit.1f1laaad #

Include nightly builds [J

Language @ Solidity =

EVM Version | compiler default :

& Compile Untitled.sol

Publish on Swarm
Publish on Ipfs s

Compilation Details

https://solidity.readthedocs.io/en/latest/metadata.html



https://solidity.readthedocs.io/en/latest/metadata.html

PD-9.9 Publish source code play editor

Please select Compiler Version

i

[Please Select]

(® Optimization

Mo

L




PD-9.10 Register function

8¥ MetaMask Notification = | X

© Localhost8545

. Ganache ac...

( coMMIT VALUE |

0

> @ 0x40e9..FbF5

DETAILS DATA

FUNCTION TYPE: Commit Value

Parameters:

[

"type": "bytes32"

HEX DATA: 36 BYTES

0x5f18929b0000000000000000000000000000000
000000000000000000000000000000000

Afwijzen Bevestigen

Browse Signatures

& dbytedirectory/signatures/ Yo
Ethereum Function Signature Database
Submit Signatures Submit ABI Submit Solidity Source File API Docs

Submit Solidity Source Files

Submilt solidity source files. The database wil parse out al of the function signatures. (HInt, you can submit multpie

Choose Files No file chosen Submit

- @ 4bytedirectory/signatures/

Ethereum Function Signature Database
Browse Signatures ~ Submit Signatures ~ Submit ABI Submit Solidity Source File APl Docs
Found 1 function signatures. Imported O, Skipped 1 duplicates.
Search Signatures = 0x70208231 Search
Bytes
ID Text Signature Signature
167744 CommitValue(bytes32) @x5t18929b

https://www.4byte.directory/



https://www.4byte.directory/

pragma solidity "0.6.0;

PD-9.11 Source layout

constructor() public {

/o
In each source file: }
1. Pragma statements receive() external payable {
2. Import statements 72
3. Interfaces /
4. Libraries fallback() external {
5. Contracts } S

. 2 // External functions
For each interface/ library / contract am

1. Type declarations

// External functions that are view

2. State variables o
3. Events _
. // External functions that are pure
4. Functions o
. . // Publi ti
In each list of functions 7 e Juneton:
1. constructor
. . . . /7 Int L ti
2. receive function (if exists) e Bt
3. fallback function (if exists)
// Private functions
4. external o
5. public }
6. internal
7. private

https://docs.soliditylang.org/en/latest/style-guide.html#code-layout

https://solidity.readthedocs.io/en/latest/style-guide.html#order-of-layout



https://solidity.readthedocs.io/en/latest/style-guide.html#order-of-layout
https://docs.soliditylang.org/en/latest/style-guide.html#code-layout

PD-9.11 Naming conventions

CapitalizedWords

Contracts
Libraries
Structs
Enums
Events

mixedCase

Functions
Function arguments
Variables
Modifiers

UPPERCASE

Constants

pragma solidity >=0.4.0 <8.7.0;

// Owned. sol
contract Owned {
address public owner;

constructor() public {
owner = msg.sender;

b

modifier onlyOwner {
require(msg.sender == owner);

9
—d

}

function transferOwnership(address newOwner) public onlyOwner {

owner = newOwner;

¥

https://solidity.readthedocs.io/en/latest/style-guide.html#naming-conventions



https://solidity.readthedocs.io/en/latest/style-guide.html#naming-conventions

PD-9.11 More layout

pragma solidity >=0.4.0 <0.7.0;

contract A {

R

contract B {

R

contract C {

B

function thisFunctionNameIsReallylong(
address a,
address b,
address c

public

returns (
address someAddressName,
uint256 LongArgument,
uint256 Argument

doSomething()

return (
veryLongReturnArgl,
veryLongReturnArg2,
veryLongReturnArg3

)5

https://solidity.readthedocs.io/en/latest/style-guide.html#



https://solidity.readthedocs.io/en/latest/style-guide.html

PD-9.12 Natspec

[=] sol6_natspec.sol £
1 /// Based on https://socolidity.readthedocs.io/en/develop/natspec—format.html
2
3 pragma solidity ~0.6.1;
4
5 /// @title A simulator for trees
& /// Rauthor Larry A. Gardner
7 /// @notice You can use this contract for only the most basic simulation
8 /// @dev All function calls are currently implemented without side effects
9 contract Tree {
10 /// @author Mary A. Botanist
11 /// @notice Calculate tree age in years, rounded up, for live trees
12 /// @dev The Alexandr N. Tetearing algorithm could increase precision
13 /// @param ringsl The number of rings from dendrochronological sample
14 /// @param ringsZ The number of rings from dendrochronological sample
15 /// @return agel in years, rounded up for partial years
16 /// @return ageZ in years, rounded up for partial years // shown separately with solidity 0.6.0
17 function age (uint256 ringsl, uint256 rings2) external pure returns (uint256 agel,uint256 age2) {
18 return (ringsl + 1,rings2 + 1);
19 }
20 }

https://solidity.readthedocs.io/en/latest/natspec-format.html#documentation-example

https://github.com/web3examples/ethereum/blob/master/solidity examples/sol6 natspec.sol



https://github.com/web3examples/ethereum/blob/master/solidity_examples/sol6_natspec.sol
https://solidity.readthedocs.io/en/latest/natspec-format.html#documentation-example

PD-9.12 Natspec Tags

Tag
@title

@author

@notice

@dev

@param

@return

A title that should describe the contract/interface

The name of the author

Explain to an end user what this does

Explain to a developer any extra details

Documents a parameter just like in doxygen (must be followed by

parameter name)

Documents the return variables of a contract’s function

Context

contract, interface

contract, interface,
function

contract, interface,
function

contract, interface,
function

function

function

https://solidity.readthedocs.io/en/latest/natspec-format.html



https://solidity.readthedocs.io/en/latest/natspec-format.html

PD-9.12 SOLC (solidity compiler)

Download
solidity-windows.zip Unzip
Name p— add to path
| msvep140_1.dll 29 160
| msvcp140_2.dll 173 544
[ solc.exe 5788 672
[ soltest.exe 14 059 008

https://github.com/ethereum/solidity/releases



https://github.com/ethereum/solidity/releases

PD-9.12 Userdoc

>solc sol6é natspec.sol --userdoc

====—=== golb natepac.sol Ticy =======
User Documentation
{ "methods":
{ "age (uint256,uint256) ":
{ "notice": "Calculate tree age in years, rounded up, for live trees"
}
}I

"notice": "You can use this contract for only the most basic simulation"




PD-9.12 Devdoc

>solc sol6é natspec.sol --devdoc
======= golll natspee.sol 1ty =======
Developer Documentation

{ "author": "Larry A. Gardner",
"details": "All function calls are currently implemented without side effects",
"methods":
{ "age(uint256,uint256)":
{ "author": "Mary A. Botanist",
"details": "The Alexandr N. Tetearing algorithm could increase precision",
"params":
{ "ringsl": "The number of rings from dendrochronological sample",
"rings2": "The number of rings from dendrochronological sample "
}I
"returns":
{ "agel": "in years, rounded up for partial years",
"age2": "in years, rounded up for partial years // |shown separately nowﬂ

}
I

"title": "A simulator for trees"




PD-9. 13 Play ed|tor

https://ethereum-play.github.io/editor-solidity/



https://ethereum-play.github.io/editor-solidity/

PD-9.14 Remix
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'? £ Compile natspec.sol <=

ETHDOC - DOCUMENTATION GENERAT...
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Click on a contract to generate

vbrowser @ O D = documentation.

natspec.sol .
P Tree Documentation

Tree.doc.md |

Tree created / updated inside File Manager &

Ethdoc - Documentation

Generate Solidity Documentation (As Md)
Using Natspec

* Home natspec.sol Tree.doc.md |

1 # Tree

2  _You can use this contract for only the most basic simulation_

3 > Created By Larry A. Gardner

4

5 All function calls are currently implemented without side effects

6 ## A simulator for trees

7

8 ## age - view

9 |name |type |description
@ |-----]-----|-----------
11  |ringsl|uint256|The number of rings from dendrochronological sample
12  |rings2|uint256|The number of rings from dendrochronological sample
13 > Created By Mary A. Botanist
14
15 The Alexandr N. Tetearing algorithm could increase precision
16 Return : agel in years, rounded up for partial yearsage? in years, rounded up for partial years

https://remix.ethereum.org/



https://remix.ethereum.org/

PD-9.14 Tree.doc.md

Tree

You can use this contract for only the most basic simulation
Created By Larry A. Gardner

All function calls are currently implemented without side effects

A simulator for trees

age - view
name type description
ringsl  uint256  The number of rings from dendrochronological sample
rings2  uint256  The number of rings from dendrochronological sample

Created By Mary A. Botanist

The Alexandr N. Tetearing algorithm could increase precision Return : age1 in years, rounded up for partial yearsage2 in

years, rounded up for partial years

https://github.com/web3examples/ethereum/blob/master/solidity examples/Tree.doc.md



https://github.com/web3examples/ethereum/blob/master/solidity_examples/Tree.doc.md

PD-9.15 SafeMath

[=] safemath_underflow.sol EJ |

1

W0 T i TR e, T o Y = A R A

1

= e
U W E o

==
WO 00 =] Oy

20

// SPDE-License—-TIdentifier: MIT
pragma-solidity -~0.7.0;

import "https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/SafeMath.sol";

contract ContractError-{

using SafeMath for uint256;

function UncheckedUnderflow() public pure returns. (uint) - {
uint x = 0;
x-=-%x-1;-//-this will -generate-an-underflow
return x;

}

function Underflow() public pure returns (uint)  {
uint x = 0;
Xx-=-X.sub(l); // this will generate an underflow
return x;

https://github.com/web3examples/ethereum/blob/master/pattern examples/safemath underflow.sol

https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/SafeMath.sol



https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/SafeMath.sol
https://github.com/web3examples/ethereum/blob/master/pattern_examples/safemath_underflow.sol

PD-9.15 Solidity 8

[=] sol8_underflow.sol E1 |

1 // SPDX-License-Identifier: -MIT

2 // -Based-on-https://solidity.ethereum.org/2020/10/28/s50lidity-0.8.x-preview
3 // https://soliditv-blog.s3.eu-central-1.amazonaws.com/data/08preview/soljson.js
4

5 pragma - solidity ->0.7.0;

6

] contract ContractError-{

8 function Underflow() public pure returns- (uint) - {

g uint x = 0;
10 Xx——; - //-this-will -generate-an -underflow
11 return x;
12 }
13 function UncheckedUnderflow() public pure returns  (uint) - {
14 uint x = 0;
15 unchecked: - { -x——; -} -//-this -will generate -an-underflow
16 return x;
17 }
18 }

https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

https://github.com/web3examples/ethereum/blob/master/pattern examples/sol8 underflow.sol



https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol
https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

PD-9.15 Solidity 8 error handling

contract-C- {
ContractError e = new ContractError():

function TestlUnderflow() public view returns. (string memory) - {
try e.Underflow()  returns.  (uint)  {
return "0k";
} -catch Error (string memory  reason) - {
return reason;
} -catch  (bytes memory reason) - {
uint x=0;
for  (uint i=0;i<4;i++) - //get-first- -4 bytes

X = (x<<8) + uint (uint8 (reason[i])):
byte bd=reason[reason.length-1];  // get last byte
if (x- == 0xded87b’7l) - {-// abi.encodeWithSignature ("Panic(uint256)"))

if (b4 == hex'1l1l")
return "Panic: underflow or -overflow":
return "Panic":
}
if (x-==-0x08c379%a0) -// abi.encodeWithSignature ("Error(string)")
return "Error":
return "Unknown":

https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

https://github.com/web3examples/ethereum/blob/master/pattern examples/sol8 underflow.sol



https://github.com/web3examples/ethereum/blob/master/pattern_examples/sol8_underflow.sol
https://solidity.ethereum.org/2020/10/28/solidity-0.8.x-preview

